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Why WSS?

https://www.youtube.com/watch?v=YteNJceNs3s&t=2s
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https://www.youtube.com/watch?v=YteNJceNs3s&t=2s


Verizon 2022 2023
⅜ ⌐2

Web 

2024 Verizon Ẁṃ ṰṡẀṌ
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50% 39 Web 
Ẁḻṫṷ ╩ ⇔≡™╕∆

2024 Verizon Ẁṃ ṰṡẀṌ

Web 
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2024 Verizon DBIR
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2023 Verizon DBIR
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2024 Verizon DBIR
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APT41 

⌐ ┬

7 14 : 
ẀᵕḮṭṷṄᵕḻṷḰṡẀṯᵕ ᵕ ḦṙṮḯᵕḽḨ

ᵕ

2023 Ẁḳᶾ ᶪᵕ Ḧ

ẀṃḘ Microsoft OneDrive 

Web 
Tomcat Apache Manager ẀṔẀᶺ Ḙ ᶬḑᶲḇ

ANTSWORD BLUEBEAM Web 

ᶨḒḄᶮḙ

Åhttps://cloud.google.com/blog/topics/threat -intelligence/apt41 -arisen -from -dust?hl=en
Åhttps://www.mandiant.com/sites/default/files/2022 -02/rt -apt41 -dual -operation.pdf
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Image Source: Bleeping Computer

https://www.bleepingcomputer.com/news/security/winnti-hackers-split-cobalt-strike-into-154-pieces-to-evade-detection/


MOVEit 

CL0P SQL 
2023 5 27 :  Cl0p Ẁṛᶟ

Progress Moveit  Transfer Software SQL 
ᶪ ḇḑ

LEMURLOOT
human2.aspx ↕╣√ Web

ẀṃḘ ᶬḑᶲḇᶾ ᶨḒᵕ ᶾ᷂ḕᶭᶞ

2024 10 : 2,611 8,500

∆╢ ⅜№╡╕∆

Åhttps://konbriefing.com/en -topics/cyber -attacks -moveit -victim -list.html
Åhttps://cloud.google.com/blog/topics/threat -intelligence/zero -day -moveit -data -theft?hl=en
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Image Source: Phoenix Security

https://phoenix.security/movit-transfer-vuln/


Ivanti
CISA

Ẁ

2023 4 -7 : Ẁ᷁12
compromised by stealth cyberattacks

CISA 
2024 2 : Ẁ᷂ ᶫIvanti

᷁ḹḨṔẀḿḱṩṮṊḧᶝḎ᷆ḨṷṙṭḽṌṭḳ

CISA

GPS ẀṃᶾḦḳḿḽᶺᶠᵕḻḽṊṤ Ḙ

≢⅝╕⇔√⁹

ﬞ ↕╣∏⁸ ↕╣╕∑╪≢⇔√⁹

Åhttps://therecord.media/ivanti -hack -began -in -april
Åhttps://www.cisa.gov/news -events/cybersecurity -advisories/aa24 -060b
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Image Source: Cyber Scoop

https://cyberscoop.com/ivanti-linked-breach-of-cisa-potentially-affected-more-than-100000-individuals/


≢

2021 5 : 
10

NASA
2022 2 : 3 NASA ẀṃḻḽṊṤ

Ḙ ᶪᶹ ᶪᵕ17GB Ẁṃ

᷁

2017-2023 Ẁ ⌐╟╡

30

Image Source : AP News

Åhttps://apnews.com/article/north -korea -hacker -military -intelligence -hospitals -b3153dc0ad16652a80a9263856d63444
Åhttps://www.theguardian.com/world/2024/feb/08/cyber -attacks -by -north -korea -raked -in -3bn -to -build -nuclear -

weapons -un -monitors -suspect
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https://dims.apnews.com/dims4/default/a7c41f6/2147483647/strip/true/crop/1200x675+0+113/resize/1440x810!/quality/90/?url=https%3A%2F%2Fassets.apnews.com%2F%5B1%2F0%2C%2F%2038%2C%20-61%2C%2048%2C%2090%2C%2071%2C%20-89%2C%20104%2C%20113%2C%20-127%2C%20-55%2C%2035%2C%2067%2C%20-20%2C%20-118%2C%209%2C%2064%2C%20-52%2C%2034%2C%20-11%2C%20-96%2C%2079%2C%20-112%2C%20-78%2C%2033%2C%20116%2C%20-84%2C%20120%5D%2F4c7e39bc5e174df1a67e8b134259afe2


2024 Ẁṃ ᷁
;

4 27%  

USD

IBM Ẁṃ ḷḽṌ ẀṌ 2024
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2024

IBM Ẁṃ ḷḽṌ ẀṌ 2024

200 

70 

270 
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