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UMV Inc.

˻͍ͫͤͦ͊ͤ͊ ͍ нллу ͎ͦ͒ͯ

˿͔ͯ͡Σ ̑͗ͤ͊Ύ ˴͔ͦͪΎ

ˤ͔͋-͙͔͙͍ͦͪͤͭͪͦ͊ͤͤ·͔ ͔ͪ΄͔͙ͤΎ

ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ͍͔͋-͔͍͔͍ͫͪͪ͊ ͔ͪ ͙͔͔͗ͣͪ͊͡Έ͎͍͔͔͙ͤͦͦͪͣͤ

˽͔͍͙ͪ͒ͦͭͪ͊ͭͭΈ

˴ͪ͊͗͊͒͊ͤͤ·ͻ, ͨ ͔ͪͪ·͍͙͔͊ͤͪ͊͋ͦͭ·͍͔͋-͔͍͙͍ͫͪͫͦ, ͨ ͦͪ;͊

͍͔͋-͚͍ͫ͊ͭͦ, ͨ ͦͫͭͦΎͤͤ·͔͙͊ͭ͊͟

˨͔͍͙͘

ζ͔̇ͨΈ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙ͫ͡Έͤ͊ ͙͡΄Έ ͤ͊ͫͭͦ͡Έͦ͟Σ ͤ͊ͫͦ͟͡Έͦ͟ 

͙ͫ͡Έͤͦ ͔͔ ͔ͫ͊ͣͦ ͔ͫ͊͋ͦ͡ ͍͔ͤͦ͘η
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˽ͦ;͔ͣͯWSS?

https://www.youtube.com/watch?v=YteNJceNs3s&t=2s
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https://www.youtube.com/watch?v=YteNJceNs3s&t=2s


±ŜǊƛȊƻƴ ͙͙͍ͨͪͦ͊ͤ͊ͪͦ͊͊͘͡͡ ͔ͪͦͪ͒ͤ͟·͚ ˨ˤ̂˴˾ˢ́˹̍˯ 
ͪͦͫͭ ;͙ͫ͊͡ ͍͔͔ͨͦ͒ͭͪ͗͒ͤͤ·ͻ ͤ͊ͪͯ΄͔͙͚ͤ 
͔͙͍͋ͦͨ͊ͫͤͦͫͭ͘ ͔͙ͨͪͦ͒ ͫ нлнн ͨͦ нлно ͎ͦ͒Φ

ˤ͔͋-ͻ͔͍͙͔͊ͪͫͭͦͤ͊͋ͪ͊ͭͦ͋ͦͪͦͭ͟·

˻ͭ;͔ͭ ͦ ͔͍͙͙ͪ͊ͫͫ͒ͦ͊ͤ͡ ͔ͯͭ;͙͟ ͒͊ͤͤ·ͻ ±ŜǊƛȊƻƴ ͊͘ нлнп ͎ͦ͒
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50% ͦ ͎͙ͪ͊ͤ͊͘ͼ͙͚͔͔͎͍͔͎͗ͦ͒ͤͦͨͦ͒ͪ͊ΌͭͫΎ͔͔͋ͦ͡;͔ͣ
39 ͊ ͍͔ͭ͊͊ͣͤ͊͋͟-͙͔͙ͨͪͦ͗ͤ͡Ύ

˻ͭ;͔ͭ ͦ ͔͍͙͙ͪ͊ͫͫ͒ͦ͊ͤ͡ ͔ͯͭ;͙͟ ͒͊ͤͤ·ͻ ±ŜǊƛȊƻƴ ͊͘ нлно ͎ͦ͒

ˤ͔͋-ͻ͔͍͙͔͊ͪͫͭͦͤ͊͋ͪ͊ͭͦ͋ͦͪͦͭ͟·
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ЅįĴĮĩĻ-!
ĳЕЗĴЖВīВĩĸĮГ!ĩ!
ЖГĭИİļĴВĴГ!
ĲВЖИĸГĲĮД

2023 Verizon DBIR
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ЌЗĲЕĩĲĻГ!ĩĮīĻ!
ВįĴĮĩЕĩ-!
ĳЕīĩГЖĪĸĮЙЗĿ!
ИĴГķįВı

2023 Verizon DBIR
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ĖВĭЕĩĻГ!ВĴВįĮ!
ĲВ!ĩГĨ-
ĳЖĮİЕĬГĲĮĿ

2023 Verizon DBIR

9



˥ͦ͋͊͡͡Έͤ·͔͙͊ͭ͊͟APT41

͙̊ͪͦͦͣ͊ͫ͟΄ͭ͊͋ͤ·͔ ͙͊ͭ͊͟

14 ͫ ͭͪ͊ͤ͘ 7͊ ͡ ͔ͭ:̅ͪ͊ͤͼ͙Ύ, ˮ ͙ͤ͒Ύ, ˮ ͙ͭ͊͡Ύ, ̒ ͙ͨͦͤΎ, ˸ ΈΎͤͣ͊, 

˹͙͔͒ͪ͊ͤ͒͡·, ˿ ͙͎ͤ͊ͨͯͪ, ̑ ͗ͤ͊Ύ˴ͦ ͔ͪΎΣ ̑ˢ˾Σ ͍͔͚̊ͼ͙͊ͪΎ, ́ ͙͊͊ͤ͒͡, 

́ͯͪͼ͙Ύ, ʕ ͔͙͙͙ͦ͋ͪͭ͊ͤ͟͡Ύ͙ ˿̊ˢ

˿ͪ͟·͔ͭͦ ͙͍͙͔ͨͪͫͯͭͫͭ

˽͙ͪͦͤ͟ ͙ ͔͙͍ͨͦ͒͒ͪ͗͊͡ ͙͔͒ͭ͡͡Έͤ·͚ ͔ͤͫ͊ͤ͟ͼ͙͙͍ͦͤͪͦ͊ͤͤ·͚ 

͒ͦͫͭͯͨ ͟ ͔ͫͭΎͣ ͔͍͗ͪͭ ͫ нлно ͎ͦ͒͊Σ ͙͍͔͊͘͟͡͡ ͦͤ͟ͺ͙͔͒ͤͼ͙͊͡Έͤ·͔ 

͒͊ͤͤ·͔ ͍ aƛŎǊƻǎƻŦǘ hƴŜ5ǊƛǾŜ

˾ͦ͡Έ ͍͔͋-ͦ͋ͦͦ͡;͔͟

ˤ͔͋-ͦ͋ͦͦ͡;͙͟ !b¢{²hw5 ͙ .[¦9.9!a ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͒͡Ύ 

͔͙ͨͦ͒͒ͪ͗͊ͤΎ ͚ͯͫͭͦ;͙͍͙ͦͫͭ ͤ͊ ͔͍͔͔ͫͪͪ ¢ƻƳŎŀǘ !ǇŀŎƘŜ aŀƴŀƎŜǊ

̂ͪͦ͟

ˢ͙ͭ͊͟ ͨͪͦ͒ͦ͗͊͡ΌͭͫΎΣ ͊ ͙͍ͣͦͭ· ͨͦ͊͟ ͔ͤΎͫͤ·

Åhttps://cloud.google.com/blog/topics/threat-intelligence/apt41-arisen-from-dust?hl=en
Åhttps://www.mandiant.com/sites/default/files/2022-02/rt-apt41-dual-operation.pdf
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Image Source: Bleeping Computer

https://www.bleepingcomputer.com/news/security/winnti-hackers-split-cobalt-strike-into-154-pieces-to-evade-detection/


̂Ύ͍͙ͣͦͫͭ͘Έ͔͔ͨͪ͒͊;͙MOVEit

SQL-͊ͭ͊͊͟ /[лt

27 ͣ ͊Ύнлно ͎ΦΥ˥͍͙͍ͪͯͨͨ͊ͪͯͫͦ-͍·͎͔͔͚ͣͦ͊ͭ͡Cl0p ͤ ͊;͙͔ͤ͊ͭ

͙ͫͨͦ͡Έ͍ͦ͊ͭ͘ΈͯΎ͍͙ͣͦͫͭ͘ΈSQL ͤ ͔͍͎ͯͦͦ͒ͤ͡Ύ͍ ͨͪ ͎ͦͪ͊ͣͣͤͦͣ

͔͔ͦ͋ͫͨ;͔͙͙ͤProgress Moveit Transfer

LEMURLOOT

˿͔ͨͼ͙͊͡Έͤͦ ͪ͊ͪ͊͋ͦͭ͊ͤͤ͊͘Ύ ͍͔͋-ͦ͋ͦͦ͡;͊͟Σ ͙͍͊ͣ͊ͫͪͦ͊ͤͤ͊͘͟Ύ ͨͦ͒ 

ͺ͚͊͡ ƘǳƳŀƴнΦŀǎǇȄΣ ͙ͫͨͦ͡Έ͔ͯͣ͊͘Ύ ͒͡Ύ ͙͍͔͘͡;͔͙ͤΎ 

ͦͤ͟ͺ͙͔͒ͤͼ͙͊͡Έͤ·ͻ ͒͊ͤͤ·ͻΣ ͙͎ͤͦ͒͊ ͍͔͎ͫͦ ͊͘ ͔ͤͫͦ͟͡Έͦ͟ ͙ͣͤͯͭ

˽͔͍͙ͦͫ͒ͫͭ͡Ύ

˽ͦ ͫͦͫͭͦΎ͙ͤΌ ͤ͊ ͦͭ͟Ύ͋ͪΈ нлнп ͎ΦΥͦ͋΅͔͔ ;͙ͫͦ͡ ͔͍͗ͪͭ 

͍͙ͫͦͫͭ͊ͦ͡ 2611Τ ͨͦͫͭͪ͊͒͊ͦ͡ 85͙͙͍ͣͦͤͦ͡͡;͔͍͔ͦ͟͡

̂ͪͦ͟

˿ ͍͔͋-ͦ͋ͦͦ͡;͙͊ͣ͟ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͋ͦͪͦͭΈͫΎ 

͔͔͔ͤͣ͒ͤͤͦ͡

Åhttps://konbriefing.com/en-topics/cyber-attacks-moveit-victim-list.html
Åhttps://cloud.google.com/blog/topics/threat-intelligence/zero-day-moveit-data-theft?hl=en
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Image Source: Phoenix Security

https://phoenix.security/movit-transfer-vuln/


ˤͦͣ͘͡CISA, ͫ ͍Ύ͊ͤͤ͘·͚ͫ 
Ivanti

˹͔͙͊ͨ͊͒ͤΎ ͍ ˹͍͔͎͙͙ͦͪ

ˢ͔ͨͪ͡Έ-͙Ό͡Έ нлно ͎ΦΥмн ͍͔͙ͤͦͪ͗ͫ͟ͻ ͎͍͔ͦͫͯ͒͊ͪͫͭͤͤ·ͻ 

͙͙͔͍ͣͤͫͭͪͫͭ ͍͔͎͙ͨͦ͒ͪͫ͡Έ ͫͪ͟·ͭ·ͣ ͙͔͋ͪ͊ͭ͊͊ͣ͟͟

ˤͦͣ͘͡ /L{!

͔͍̅ͪ͊͡Έ нлнп ͎ΦΥͻ͔͊ͪ͟· ͍͙ͦͣ͊͘͡͡ ˢ͎͔͍ͤͭͫͭͦ 

͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭ͘͟ ͙ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙ͤͺͪ͊ͫͭͪͯͭͯͪ͟· ˿̊ˢ 

ό/L{!ύ ;͔͔ͪ͘ ͔ͭ ͔͗ ͯΎ͍͙͙ͣͦͫͭ͘ ͨͪͦ͒ͯͭ͊͟ LǾŀƴǘƛ

˨ͦ ;͔͎ͦ ͙ͦͤ ͒ͦ΄͙͡Κ

ˮ͔ͣ͡ ͒ͦͫͭͯͨ ͟ ͙͡;͚ͤͦ ͙ͤͺͦͪͣ͊ͼ͙͙ ͙ ͒͊ͤͤ·ͣ Dt{Σ ͎ͣͦ 

͙͔ͣͤ͘ΎͭΈ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό ͙͔ͫͫͭͣ·

̂ͪͦ͟

˹͔ͦͭͦͪ͟·͔ͤ͊ͪͯ΄͔͙ͤΎͦͫͭ͊ΌͭͫΎ͔͔ͤ͊ͣ͘;͔ͤͤ·͙͙ͣ 

͔͔ͤͦ͋ͤ͊ͪͯ͗ͤͤ·͙͍ͣ ͔ͭ ;͔͙͔͔ͤͣͫΎͼ͔͍

Åhttps://therecord.media/ivanti-hack-began-in-april
Åhttps://www.cisa.gov/news-events/cybersecurity-advisories/aa24-060b
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Image Source: Cyber Scoop

https://cyberscoop.com/ivanti-linked-breach-of-cisa-potentially-affected-more-than-100000-individuals/


˿͔͍͔͔͚ͪͦͦͪ͟ͼͯ ͔ͨͪ͒ΆΎ͍͔ͤͦ͡ 
͍͙͔͙͔ͦ͋ͤͤ ͍ ͊ͭ͊͊͟ͻ ͫ 

͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͎ͨͪͦͪ͊ͣͣ-
͍·͎͔͔͚ͣͦ͊ͭ͡

ˢ͙ͭ͊͟ ͤ͊ ͋ͦ͡Έ͙ͤͼ· ͍ ˿̊ˢ
˸͚͊ нлнм ͎ΦΥ͙ͫͨͦ͡Έ͍ͦ͊͘͡ ͎ͨͪͦͪ͊ͣͣͯ-͍·͎͔ͣͦ͊ͭ͡Έ ͒͡Ύ 

΄͙ͺ͍͙ͪͦ͊ͤΎ ͺ͚͍͊ͦ͡ ͙ ͔͍͔͍ͫͪͪͦ ͋ͦ͡Έ͙ͤͼ· ͍ ˴͔͊ͤ͊ͫ͘Τ 

͍·͎͔ͣͦ͊ͭ͡Έ͍ͫͭͦ ͤ͊ ͫͯͣͣͯ ͦͦͦ͟͡ мллллл ͍͒ͦ͊ͪͦ͡͡ ˿̊ˢΦ

ˤͦͣ͘͡ NASA 

͔͍̅ͪ͊͡Έ нлнн ͎ΦΥͨͦͯ͡;͔ͤ ͙ ͫͦͻ͔ͪ͊ͤͤ ͒ͦͫͭͯͨ ͟ 

ͦͣͨ͟ΈΌ͔͚ͭͪͤͦ ͙͔͔ͫͫͭͣ b!{! ͤ͊ ͫͪͦ͟ ͔͔͋ͦ͡ о ͔ͣͫΎͼ͔͍Τ 

͙͍͔͘͡;͔ͤͦ мт ˥ˣ ͒͊ͤͤ·ͻΦ

̉͊ͫͭΈ ͋ͦ͡Έ΄͔͎ͦ ͨ͊ͤ͊͡

2017ςнлно ˴͙͔͙͋ͪ͊ͭ͊͟ ˿͔͍͔͚ͪͤͦ ˴͔͙ͦͪ ͙ͫͦ͋ͪ͊͡ ͦͦͦ͟͡ о ͣͪ͒͡ 

͍͒ͦ͊ͪͦ͡͡ ˿̊ˢ ͤ͊ ͺ͙͙͍͙͔ͤ͊ͤͫͪͦ͊ͤ ͎͍͔͎ͦͫͯ͒͊ͪͫͭͤͤͦͦ Ύ͔͎͒ͪͤͦͦ 

͙ͦͪͯ͗Ύ

̂ͪͦ͟

˴͚͔ͪ͊ͤ ͭͪͯ͒ͤͦ ͔͙ͦͭͫ͒ͭ͡Έ

Åhttps://apnews.com/article/north-korea-hacker-military-intelligence-hospitals-b3153dc0ad16652a80a9263856d63444
Åhttps://www.theguardian.com/world/2024/feb/08/cyber-attacks-by-north-korea-raked-in-3bn-to-build-nuclear-weapons-un-monitors-suspect 13

Image Source: Cyber Scoop

https://cyberscoop.com/ivanti-linked-breach-of-cisa-potentially-affected-more-than-100000-individuals/


˿͔ͪ͒ͤΎΎ ͙ͫͭͦͣͦͫͭΈ ͔ͯͭ;͙͟ ͒͊ͤͤ·ͻ
͍ ͙͔ͣͪ ͍ нлнп ͎ͦ͒ͯΤ
͍͔͙ͯ͡;͔͙͔ͤ ͤ͊ 27%͊͘ п ͎ͦ͒͊

USD

˻ͭ;͔ͭL.a ͦ ͙͙͔ͫͭͦͣͦͫͭͯͭ;͙͒͊ͤͤ͟·ͻ͘ 2͊024 ͎ ͦ͒
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˿͔͔͔ͪ͒ͤ ͍͔ͪͣΎ ͍·Ύ͍͔͙ͤ͡Ύ͙ ͦ͡ ͙͊͊͘͟͡ͼ͙͙
ͤ͊ͪͯ΄͔͙ͤΎ ͍ нлнп ͎ͦ͒ͯ

˻ͭ;͔ͭ L.a ͦ ͙͙ͫͭͦͣͦͫͭ ͔ͯͭ;͙͟ ͒͊ͤͤ·ͻ ͊͘ нлнп ͎ͦ͒

˻͔͔͙ͨͪ͒ͭ͡Έ200 
͔͚͒ͤ

˿͔͙ͦ͒ͪ͗ͭ70 
͔͚͒ͤ

270 
͔͚͒ͤ
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