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UMV Inc.

Founded in 2008
Seoul, South Korea

Web -Focused Solutions
Real -time web server security

Prevent
Stolen data, interrupted web services,

website defacement, persistent attacks

Motto
ẌÿțǸ ɾǸǪʔɶȡʌʳ ǪțǍȡɅ ȡɾ ɐɅȺʳ Ǎɾ ɾʌɶɐɅȓ Ǎɾ ȡʌɾ 

ʭǸǍȶǸɾʌ ȺȡɅȶẍ
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Why WARSS?

https://www.youtube.com/watch?v=6gY1NWw9CJA&t=12s
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https://www.youtube.com/watch?v=YteNJceNs3s&t=2s


Verizon analyzed a record -high TWO -
FOLD increase in the number of verified 
security breaches between 2022 -2023

Web Hacking on the Rise

2024 Verizon Data Breach Investigations Report
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Assets 
affected in 
breaches
2023 Verizon DBIR
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Ukrainian & Russian 
Websites Defaced

Fake News
Feb. 2024 -Present : Russo -Ukrainian War 

accompanied by continuous cyber attacks on 
one another and allies

Misinformation & Data Harvesting
Targets include SMBs, media outlets, 

government institutions, OT, and other entities 
possessing personal/sensitive information

Distrust: The Key to Cyberwarfare
Publicizing hacking attacks breeds fear, 

distrust of authorities, and misinformation 
amongst civilians

Image Source: The Record

Åhttps://therecord.media/ukrainian -news -outlets -attacked -by -russian -hackers
Åhttps://therecord.media/russia -osnavanie -digital -signatures -cyberattack -ukraine 

Image Source: The Record
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https://therecord.media/newsquest-media-group-british-newspaper-websites-defaced
https://therecord.media/newsquest-media-group-british-newspaper-websites-defaced
https://therecord.media/newsquest-media-group-british-newspaper-websites-defaced
https://therecord.media/russia-osnavanie-digital-signatures-cyberattack-ukraine


Internet Archive Attacks

Round 1: DDoS, Defacement, 
Data Theft

Oct 9, 2024: DDoS attack takes down site; 
website defaced with JavaScript alert; 

usernames, emails, etc. for  31 million user 
accounts leaked

Round 2: Unsecured Digital Keys
Oct 20, 2024: Exploit unrotated access tokens to 

ȓǍȡɅ ǍǪǪǸɾɾ ʌɐ uɅʌǸɶɅǸʌ !ɶǪțȡʬǸẏɾ įǸɅǱǸɾȶ 
support platform; accessed 800K+ support 

tickets going back to 2018

Back to Normal
Oct 18, 2024: IA confirms that data is safe 

and services restored

Image Source: Hack Read

Åhttps://www.cbc.ca/radio/asithappens/internet -archive -hack -1.7359959
Åhttps://therecord.media/internet -archive -data -breach -ddos -defacement
Åhttps://hackread.com/internet -archive -archive -org -hacked -accounts -compromised/
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https://hackread.com/wp-content/uploads/2024/10/internet-archive-archive-org-hacked-31-million-accounts-compromised.jpg


Trend: Hacktivism and 
Cyber Terrorism
ÅHacking to promote political or religious beliefs

ÅIncreased availability of encrypted communication platforms (i.e. Telegram, Rocket Chat, 

Discord, etc.) and cryptocurrency

ḬTRON accounted for ~90% of funds associated with terrorist financing since 2021 

(INTERPOL New Technologies Forum, October 2023, Merkle Science)

ÅCybercrime -as-a-service (DDoS, ransomware, credentials, data, etc.)

Åhttps://unicri.it/sites/default/files/2024 -06/DW.pdf

- Beneath the Surface Report (June, 2024)
UN Counter -Terrorism Centre (UNCCT)

Image Source: Malcontent News Image Source: POLITICO
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https://malcontentment.com/wp-content/uploads/2021/09/epik-software-hack-anonymous.jpg
https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.politico.eu%2Farticle%2Folaf-scholz-social-democratic-party-russian-hackers-fancy-bear%2F&psig=AOvVaw1F3-ur3DcBTRvDFZRdxwpJ&ust=1730434372930000&source=images&cd=vfe&opi=89978449&ved=0CBQQjRxqFwoTCJCu0MXgt4kDFQAAAAAdAAAAABAJ
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Defacement Methods
1.  Source Code Modification

Image Source: alphavilleherald.com Image Source: boannews.com
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http://alphavilleherald.com/2011/09/cosbycoin-forum-hack-pops-bitcoin-forum-bubble.html
https://www.boannews.com/media/view.asp?idx=113711


Defacement Methods
2.  Content Spoofing/Injection

Image Source: Recorded Future News Image Source: National Post
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https://therecord.media/russians-fake-news-anti-ukraine
https://nationalpost.com/news/new-york-times-website-inaccessible-2nd-disruption-this-month


Why Defacement?

Method

Exploit weaknesses in web -

based components:

Åweb server

Åweb applications

Åwebsites

Åhacktivism

Åembarrassment

Åfame/recognition

Åcyber terrorism

Motivation

Ågovernment institutions

Åhealthcare

Ålarge companies

Åtargets of convenience

Target
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Infiltration

Escalation

Impact

The Anatomy of a Web Attack

ÅWeb server or WAS vulnerabilities exploited to gain initial access
ÅE.g. SQL injection, stolen credentials, phishing

ÅMalware uploaded on web server to establish presence
ÅAdditional malware (payload) executed to change web 

server files

ÅDefacement
ÅSource code and content forgery
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Buffer 
Zone
(DMZ)

Web 
Server/WAS

The Status Quo

Internal 
Network

External 
Network

Network 
Firewall

IPS/IDS
Web 

Application 
Firewall 
(WAF)

Production
Server

DTA 
Servers

ÅPing of 

Death

ÅDNS

ÅFTP

ÅTELNET

ÅNetBios

ÅWorm

ÅRule 

Match

ÅSQL injection

ÅCSRF

ÅXSS

ÅRule Match

ÅDDoS
ÅBulletin board

ÅImage editor

ÅHTTP PUT Method

ÅRemote File Include (RFI)

Port 80

ÅExternal collaborators

ÅInternal employees
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Infiltration

Escalation

Impact

The Anatomy of a Web Attack

ÅWeb server or WAS vulnerabilities exploited to gain initial access
ÅE.g. SQL injection, stolen credentials, phishing

ÅMalware uploaded on web server to establish presence
ÅAdditional malware (payload) executed to change web 

server configuration files

ÅDefacement
ÅSource code and content forgery
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https://blog.sucuri.net/wp -content/uploads/2023/03/image -1.jpg
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The Key: 
Real -time Detection & Response
All attacks start with one of three changes :

1
File Addition

2
File Modification

3
File Removal
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W ebsite A ttack
Restoration &
Security Solution
(WARSS)
Web server security booster solution that detects
unauthorized changes to a website and restores the 
original files in real -time
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How Does Website 
Defacement Happen?

vulnerable website
web server
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How Does WARSS Work?

vulnerable website
web server
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https://www.youtube.com/watch?v=B20LDk0iAJQ

Demo
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https://www.youtube.com/watch?v=YteNJceNs3s&t=2s


... ...

WARSS Configuration

WARSS Manager Program
ÅProgram installed on administrator PC
ÅControls settings for: detection, remote action, 

environment, and reporting
ÅAccess management, statistics & reporting settings

WARSS Agent(s)
ÅProgram installed on web server/WAS
ÅDetects file modifications
ÅCompatible with Unix, Linux, Windows NT O/S

(must support JDK 1.5+)

WARSS Management Server(s)
ÅServer software installed on HW/VM
ÅRemotely manages and controls Agents
ÅSaves detection history
ÅDistributes updates and settings changes to Agents
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How WARSS is Different

Web CrawlersWARSS

Real -time, pattern -based Periodic detectionDetection Method:

Optimized resource usage (~1% CPU) AgentlessLoad:

Server files (source code, data, 
contents)

Compiled URL units and data filesDetection Target:

Real -time, automatic restoration Manual mitigation upon breachMitigation:
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Lightweight
Protect 
source code 
and contents

Real -time 
detection

Immediate 
restoration & recovery
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ZERO TRUST

1.Ẍ¸ǸʬǸɶ ʌɶʔɾʌṞ ǍȺʭǍʳɾ ʬǸɶȡȒʳẍ

2. Least -privilege access

3. Assume breach
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ZERO TRUST
3. Assume breach

Real -time 
detection

Streamlined 
management

Rapid 
mitigation

Real -time file 
change monitoring

Real -time alerts 
and reports

Automated 
restoration & 

recovery
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Confidentiality Integrity

ISO/IEC 27001 
Principles

Availability

information only 
accessible to authorized 

parties

information is accessible 
when needed

information is accurate 
and protected from 

corruption
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ISO/IEC 27001 
Compliance
Applicable Requirements:

8.1
8.3
9.1

Operational planning and control
Information security risk treatment
Monitoring, measurement, analysis 
and evaluation
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ISO/IEC 27001 
Compliance
Applicable Annex A Technological Controls:

8.4
8.6
8.7
8.8

8.12
8.13
8.15
8.16
8.23
8.26

Access to source code
Capacity management
Protection against malware
Management of technical vulnerabilities
Data leakage prevention
Information backup
Logging
Monitoring activities
Web filtering
Application security requirements
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GS (Good Software) 
Level 1 Certified

ÅTest Standards: 
ISO/IEC 25023, 25051, 2504

ÅTested for:
ḬFunctional suitability
ḬPerformance efficiency
ḬCompatibility
ḬUsability
ḬReliability
ḬSecurity
ḬMaintenance
ḬPortability
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Government Defense 
Institution

Security Shortfalls
EȡɾɾǍʌȡɾȒȡǸǱ ʭȡʌț Ẍğẍ ʭǸǩ-based forgery detection 
ɾɐȒʌʭǍɶǸẏɾ ɳǸɶȒɐɶɃǍɅǪǸ ǍɅǱ ǸǍɾǸ ɐȒ ɃǍɅǍȓǸɃǸɅʌ

Their Checklist
Were specifically looking for an Agent -based 

solution that offered automatic restoration and 
efficient management

2023 WARSS Implementation
Installed 50 WARSS Agents on all web servers 

Their Feedback
EǸȺȡȓțʌǸǱ ʭȡʌț ğ!éññẏɾ ǍʔʌɐɃǍʌȡǪ țɐɃǸ 

directory detection feature, allowing for easy 
detection configuration without manually 

inputting URLs 

https://www.ifs.com/industries/aerospace-and-defense/defense-forces
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