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Web -Focused Solutions
Real -time web server security

Prevent
Stolen data, interrupted web services,

website defacement, persistent attacks

Motto
ẌÿțǸ ɾǸǪʔɶȡʌʳ ǪțǍȡɅ ȡɾ ɐɅȺʳ Ǎɾ ɾʌɶɐɅȓ Ǎɾ ȡʌɾ 

ʭǸǍȶǸɾʌ ȺȡɅȶẍ



Verizon analyzed a record -high TWO -
FOLD increase in the number of confirmed 
security breaches between 2022 -2023

Web Hacking on the Rise

2024 Verizon Data Breach Investigation Report



50% of organizations experience over 39 
web application attacks yearly

2023 Verizon Data Breach Investigation Report

Web Hacking on the Rise



Assets 
affected in 
breaches
2023 Verizon DBIR



Top asset 
varieties in 
breaches
2023 Verizon DBIR



North Korean indicted 
for ransomware attacks

US hospital attacks
May 2021: used ransomware to encrypt Kansas 
țɐɾɳȡʌǍȺẏɾ ȒȡȺǸɾ ǍɅǱ ɾǸɶʬǸɶɾṨ ǸʲʌɐɶʌǸǱ ~$100,000

NASA breach
February 2022: gained and retained access to 
¸!ñ!ẏɾ ǪɐɃɳʔʌǸɶ ɾʳɾʌǸɃ Ȓɐɶ over 3 months ; 

extracted 17 GB of data

Part of a bigger plan
2017-2023 North Korean cyberattacks raised 

~3 billion USD to fund state nuclear weapons 

Lesson
Extremely difficult to track down

Image Source : AP 

News

Åhttps://apnews.com/article/north -korea -hacker -military -intelligence -hospitals -b3153dc0ad16652a80a9263856d63444
Åhttps://www.theguardian.com/world/2024/feb/08/cyber -attacks -by -north -korea -raked -in -3bn -to -build -nuclear -

weapons -un -monitors -suspect

https://dims.apnews.com/dims4/default/a7c41f6/2147483647/strip/true/crop/1200x675+0+113/resize/1440x810!/quality/90/?url=https%3A%2F%2Fassets.apnews.com%2F%5B1%2F0%2C%2F%2038%2C%20-61%2C%2048%2C%2090%2C%2071%2C%20-89%2C%20104%2C%20113%2C%20-127%2C%20-55%2C%2035%2C%2067%2C%20-20%2C%20-118%2C%209%2C%2064%2C%20-52%2C%2034%2C%20-11%2C%20-96%2C%2079%2C%20-112%2C%20-78%2C%2033%2C%20116%2C%20-84%2C%20120%5D%2F4c7e39bc5e174df1a67e8b134259afe2


MOVEit Transfer 
Vulnerability 

CL0P SQL attack
May 27, 2023:  Cl0p ransomware group begins 

exploiting zero -day SQL vulnerability in Progress 
Moveit Transfer Software 

LEMURLOOT
Custom -developed web shell disguised as 

human2.aspx file used to exfiltrate sensitive data, 
sometimes in only minutes

The Fallout
As of Oct. 2024: total victim count at 2611; 

85 million individuals impacted

Lesson
Web shells must be combatted 

immediately

Åhttps://konbriefing.com/en -topics/cyber -attacks -moveit -victim -list.html
Åhttps://cloud.google.com/blog/topics/threat -intelligence/zero -day -moveit -data -theft?hl=en



Ivanti -linked CISA 
breach

Norway attacks
April -July 2023: 12 Norwegian state ministries 

compromised by stealth cyberattacks

CISA breach
February 2024: Hackers breach US Cybersecurity 

and Infrastructure Security Agency (CISA) through 
same Ivanti product vulnerabilities

What did they get to?
Had access to personal information and GPS data, 

could change system configuration

Lesson
Some breaches go unreported and undetected 

for months

Åhttps://therecord.media/ivanti -hack -began -in -april
Åhttps://www.cisa.gov/news -events/cybersecurity -advisories/aa24 -060b



Global APT41 Attacks

Wide -reaching attacks
14 countries over 7 years: France, India, Italy, 
Japan, Myanmar, the Netherlands, Singapore, 

South Korea, South Africa, Switzerland, Thailand, 
Turkiye, UK, and US 

Stealthy presence
Infiltrated and maintained prolonged, 

unauthorized access to victim networks since 2023, 
extracted sensitive data to Microsoft OneDrive

The Role of Web Shells
ANTSWORD and BLUEBEAM web shells used to 

maintain persistence in Tomcat Apache Manager 
server 

Lesson
Attacks are ongoing, and motivations still 

unclear

Åhttps://cloud.google.com/blog/topics/threat -intelligence/apt41 -arisen -from -dust?hl=en
Åhttps://www.mandiant.com/sites/default/files/2022 -02/rt -apt41 -dual -operation.pdf



Global average cost of a data 
breach in 2024;
a 27% increase over 4 years

USD

IBM Cost of a Data Breach Report 2024



Mean time to identify and contain 
a breach in 2024

IBM Cost of a Data Breach Report 2024

Identify
200 days

Contain
70 days

270 
days



Cost of a 
Data Breach 
by Sector
IBM Cost of a Data Breach 
Report 2024
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