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Why WSS?

https://www.youtube.com/watch?v=YteNJceNs3s&t=2s

https://www.youtube.com/watch?v=YteNJceNs3s&t=2s


Web Hacking on the Rise

2024 Verizon Data Breach Investigation Report



2023 Verizon Data Breach Investigation Report

Web Hacking on the Rise



Assets 
affected in 
breaches
2023 Verizon DBIR



Top asset 
varieties in 
breaches
2023 Verizon DBIR



2021년 5월 : 
.

피해액 : $100,000

NASA 
2022년 2월:

.

Lesson

Image Source: AP 

News

• https://apnews.com/article/north-korea-hacker-military-intelligence-hospitals-b3153dc0ad16652a80a9263856d63444
• https://www.theguardian.com/world/2024/feb/08/cyber-attacks-by-north-korea-raked-in-3bn-to-build-nuclear-

weapons-un-monitors-suspect

https://dims.apnews.com/dims4/default/a7c41f6/2147483647/strip/true/crop/1200x675+0+113/resize/1440x810!/quality/90/?url=https://assets.apnews.com/%5b1/0,/%2038,%20-61,%2048,%2090,%2071,%20-89,%20104,%20113,%20-127,%20-55,%2035,%2067,%20-20,%20-118,%209,%2064,%20-52,%2034,%20-11,%20-96,%2079,%20-112,%20-78,%2033,%20116,%20-84,%20120%5d/4c7e39bc5e174df1a67e8b134259afe2


MOVEit Transfer 

CL0P SQL 

LEMURLOOT

The Fallout

Lesson

• https://konbriefing.com/en-topics/cyber-attacks-moveit-victim-list.html
• https://cloud.google.com/blog/topics/threat-intelligence/zero-day-moveit-data-theft?hl=en



Ivanti CISA 

Norway attacks

CISA breach

What did they get to?

Lesson

• https://therecord.media/ivanti-hack-began-in-april
• https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-060b



Global APT41 Attacks

Wide-reaching attacks

Stealthy presence

The Role of Web Shells

Lesson

• https://cloud.google.com/blog/topics/threat-intelligence/apt41-arisen-from-dust?hl=en
• https://www.mandiant.com/sites/default/files/2022-02/rt-apt41-dual-operation.pdf



USD

IBM Cost of a Data Breach Report 2024



IBM Cost of a Data Breach Report 2024

Identify
200 days

Contain
70 days

270 
days



Cost of a 
Data Breach 
by Sector
IBM Cost of a Data Breach 
Report 2024
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Infiltration

Escalation

Impact

•

•

•

•
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The Secret Key: 
Web shells

1
Persistent

2
Diverse

3
Stealthy

Mitre ATT&CK® T1505.003 



2024.08.28 DailySecu
https://www.dailysecu.com/news/articleView.html?idxno=158870

Over 90% of web service hacks via 
bulk texts in 2023 utilized web shells

Korea’s Phishing Crisis
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Shells
•

•

•

Hardware

Kernel

Shell

User
https://aws.amazon.com/ko/what-is/cli/



Web Shells: A Shell-Like Backdoor

https://www.hyyat.com/en/knowledgebase/hacking-tools-c99-shell/
https://github.com/cixtor/phpshellgen

A
p
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Web 
Server 

Hardware

Kernel



How Web Shells Get In
compromised website / 

web application web server

remote access + 
command execution



Infiltration

Escalation

Impact

The Anatomy of a Web Attack

•

•

•

•

⚬

⚬

⚬

⚬

⚬

•

•

•

•

web shells



Web Shells in the Wild

https://github.com/HoangKien1020/WebShells/blob/main/README.md
https://www.igloo.co.kr/security-information/%EC%9B%B9%EC%89%98%EC%9D%84-%EC%9D%B4%EC%9A%A9%ED%95%9C-%EA%B3%B5%EA%B2%A9-
%ED%8C%A8%EB%9F%AC%EB%8B%A4%EC%9E%84-%EB%B3%80%ED%99%94-%EB%B0%8F-%EB%8C%80%EC%9D%91%EC%A0%84%EB%9E%B5/



Buffer 
Zone
(DMZ)

Web 
Server/WAS

The Status Quo

Internal 
Network

External 
Network

Network 
Firewall

IPS/IDS
Web 

Application 
Firewall 
(WAF)

Production
Server

DTA 
Servers

• Ping of 

Death

• DNS

• FTP

• TELNET

• NetBios

• Worm

• Rule 

Match

• SQL injection

• CSRF

• XSS

• Rule Match

• DDoS
• Bulletin board

• Image editor

• HTTP PUT Method

• Remote File Include (RFI)

Port 80

• External collaborators

• Internal employees



Threat 
actors in 
EMEA
2024 Verizon Data Breach 
Investigation Report

of threat actors are internal

external origin

internal origin 49%



WAFs Aren’t Enough

•

•

•

•

•

•

•



Advanced

Persistent

Advanced 
Persistent Threat 
(APT)

• 경험이 풍부하고 저정된 사이버 범죄 팀

• 다양한 기술과 연구 능력

• 네트워크에 구축된 은밀한 발판

• 장기간에 걸쳐 수행되는 공격

Threat

• 탐지되지 않고 유출된 데이터

web shells



Web Server 
Safeguard (WSS)



The Missing Piece
Network

System (OS)

Application

Patch 
Management

System Malware 
Detection

Data 
Security

Secure 
Coding

Web App / 
Vulnerability 

Scanner



The Missing Piece
Network

System (OS)

Application

Patch 
Management

System Malware 
Detection

Data 
Security

Secure 
Coding

Web App / 
Vulnerability 

Scanner

Real-time 
detection

UMV Web 
Server 

Safeguard®



Acunetix®
Fortra Vulnerability 
Management®
Qualys Web 
Application 
Scanner®
Tripwire IP360®

A Booster Solution

Network System Application

Network
Firewall

WAF
System 

Malware 
Detection

Patch 
Manage-

ment

Web App / 
Vulnera-

bility
Scanner

Secure 
Coding

Web-
based 

Malware 
Detection

Data 
Security

Cisco Secure Firewall®
Fortinet Fortigate®
Barracuda CloudGen
Firewall®
F5 BIG-IP® Network Firewall®
Check Point Quantum®

Imperva WAF®
F5 Advanced WAF®
Sophos XG 
Firewall®

CrowdStrike Falcon®
Cisco Advanced Malware 
Protection®

Check Point CloudGuard 
Spectral®
OpenText Fortify®

GFI LanGuard®
Avast Patch 
Management®
Ivanti PatchLink®

Thales Network Encryptors®
Trellix Data Encryption 
Suite®
Senetas CypherNET®

UMV Web Server 
Safeguard®





실시간 탐지

Lightweight



... ...

WSS Configuration

WSS Manager Program
•

•

•

WSS Agent(s)
•

•

•

WSS Management Server(s)
•

•

•

•



WSS 
Management 

Server
(Reporting/

Actions)

WSS Agent
(Detection)

OS Kernel

External Links

noticesboard

ASP

JSP

PHP

Black/White List

Gray List

URL/URI 
Management

Quarantine 
Roll-back

Exception 
Roll-back

home directory

Structure and Operation

Quarantine

Exceptions

Partial Web Shell 
Removal

real-time file 
upload/change 

detection

system status 
monitoring

On-screen alert

E-mail alert

SMS alert



Pattern

Hash Value

Algorithm

WSS Detection Technology

•

•

•

•

•

•

•

http://www.virustotal.com/


encrypted 
script

SCR PARSER

Pattern

Hash Value

Detection is the priority

DECODING 
ENGINE



WSS 기능 및 설정





Hyundai Capital & 
Hyundai Card

April 2011 Hack

Damages
•

•

June 2011 WSS On-Premise 

13 Years and Counting



Hackers Education 
Group

2022 Hack

Damages

2022 WSS On-Premise 
Installation 

2 years incident-free



Agents installed and in 
operation

Customers (companies, 
government, etc.)

Patents and certifications 
granted

A Proven Track Record:

30K+ 300+



13+ years 13+ 7-8 13+

10+

... and many more!

13+



⚫

⚫

WSS Cloud



Contact Us

www.umvglobal.com

sales@umvglobal.com

+82 2 448-3435

UMV Inc.
Seoul, South Korea

Thank you







Function Name Action Description

Real-Time Web 
Shell Detection

Detection
Detect and report web shell files found in full scans 

and real-time detection

Detection 
History Actions

Take measures against malicious files through 
quarantine or exceptions

Real-Time 
Malicious URL

Detection

Detection
Detect and report malicious URLs through full scans 

and real-time detection

Detection 
History Actions

Quarantine, partially quarantine, or assign exceptions 
to detected URLs

Management 
Functions

Manage detected URLs using Black/White/Gray List 
classification

WSS Main Functions
Web Shell & Malicious URL Detection



Detection Details View
Web Shell & Malicious URL Detection



Detection History View
Web Shell & Malicious URL Detection



WSS Main Functions
Configuration File Modification Detection & Other Detections

Function Name Action Description

Web Server/WAS 
Configuration 

Settings Change 
Detection

Web Server 
Settings File 

Management

Report to the administrator when arbitrary or 
malicious changes are made to the web server 

configuration file

File and DB 
Personal 

Information 
Detection

Personal Info. 
Detection (File)

Detection and reporting of personal information 
In web server files (PDF, HWP, DOC, PPT, 

EXCEL, TXT, etc.)

Personal Info. 
Detection (DB)

Detection and reporting of personal information 
in DB

Uploaded File 
Filtering

File Filtering
Filtering of unauthorized files uploaded via bulletin 

board

Breach 
Response

Attacker IP 
Detection

Manage detected URLs using Black/White/Gray List 
classification



Detection Details View
Personal Information Detection



Detection History View
Personal Information Detection



WSS Main Functions
Management

Function 
Name

Action Description

Management 
Functions

Update 
Management

Agent, manager, pattern update and version 
management

Detection 
Notifications &

External System 
Integration

Manage connections and interfaces with 
external systems such as control screen, ESM,  SMS, 

EMAIL, etc.

Account and User 
Permission 

Management
Permission management by account and user

Statistics and 
Reporting

View reports and statistics

Stability
Adjust resource usage rate of installed web server; 

WAS Management server duplication support 
(Active/Active)



Configuration Settings View
Management



Update Management View
Management



WSS Cloud Configuration Diagram



WSS Main Functions
Cloud-Specific Features

Function 
Name

Action Description

Scale In/Out 
Support

Scale Out
Upon WEB/WAS service scale out, new detection 

targets are automatically registered and detection 
begins

Scale In
Upon WEB/WAS service scale in, deleted VM agent 
detection/change/deletion histories automatically 

saved to management server

Docker/Conta
iner Support

View Basic 
Information

Permission management by account and user

Classification and 
Processing

Container classification and processing of detected 
files



WSS On-Premise Configuration Diagram


