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UMV Inc.

ӗᴌᴈᴉפצᴈצ פ ᶰᶮᶮᶶ קᴉתᴎ
ӚװᴎᴆṞ ӱ׳ᴈפᴤ Ӓᴉᴋװᴤ

ӄץװ-ᴉᴋᴀװᴈᴍᴀᴋᴉפצᴈᴈᴙװ ᴋװᴔװᴈᴀᴤ
Ӄ״װᴉᴊפᴌᴈᴉᴌᴍᴗ ץװצ-ᴌװᴋװצᴋצ פ ᴋ׳װᴀᴇװ 

ᴋפװᴆᴗᴈᴉקᴉ צᴋװᴇװᴈᴀ

Әᴋתװᴉᴍצᴋפᴍᴀᴍᴗ
Ӓᴋפתפ׳פᴈᴈᴙᴑ, ᴊᴋװᴋᴙפצᴈᴀװᴋץפᴉᴍᴙץװצ-
ᴌװᴋצᴀᴌᴉצ, ᴊᴉᴋᴒץװצפ-ᴌפᴁᴍᴉצ, ᴊᴉᴌᴍᴉᴤᴈᴈᴙװ

ᴄᴀפᴍפ

ӈצװᴀ״
ẇӡװᴊᴗ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴌᴀᴆᴗᴈפ ᴆᴀᴔᴗ 

ᴈפᴌᴍᴉᴆᴗᴄᴉṞ ᴈפᴌᴄᴉᴆᴗᴄᴉ ᴌᴀᴆᴗᴈᴉ װװ ᴌפᴇᴉװ 
ᴌᴆץפᴉװצ״ װᴈᴉẈ
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Әᴉᴒװᴇᴎ WARSS?

https://www.youtube.com/watch?v=6gY1NWw9CJA&t=12s

4

https://www.youtube.com/watch?v=YteNJceNs3s&t=2s


ĞǸɶȡʽɐɅ ᴊᴋᴉפᴈפᴆᴀ״ᴀᴋᴉפצᴆ ᴋװᴄᴉᴋתᴈᴙᴁ צתᴎᴑᴄᴋפᴍᴈᴙᴁ
ᴋᴉᴌᴍ ᴒᴀᴌᴆפ ᴊᴉתᴍװצᴋװת׳ᴈᴈᴙᴑ ᴈפᴋᴎᴔװᴈᴀᴁ 
ṣתᴉק ᴌ ᶰᶮᶰᶰ ᴊᴉ ᶰᶮᶰᶱ תᴋᴀᴉװᴊ צ ᴌᴈᴉᴌᴍᴀפᴉᴊ״װץ

ӄץװ-ᴑפᴄװᴋᴌᴍצᴉᴈץפᴀᴋװפᴍᴉץᴉᴋᴉᴍᴙ

ӗᴍᴒװᴍ ᴉ ᴋפᴌᴌᴆתװᴉפצᴈᴀᴀ ᴎᴍװᴒᴄᴀ פתᴈᴈᴙᴑ ĞǸɶȡʽɐɅ פ״ ᶰᶮᶰᶲ קᴉת
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ЅįĴĮĩĻ-!
ĳЕЗĴЖВīВĩĸĮГ!
ĩ!ЖГĭИİļĴВĴГ!
ĲВЖИĸГĲĮД

2023 Verizon DBIR
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ӄ״ᴆᴉᴇפᴈᴙ ᴎᴄᴋפᴀᴈᴌᴄᴀװ 
ᴀ ᴋᴉᴌᴌᴀᴁᴌᴄᴀװ ᴌפᴁᴍᴙ

Әᴉװתתᴆᴗᴈᴙװ ᴈᴉצᴉᴌᴍᴀ
Ӟצװᴋפᴆᴗ ᶰᶮᶰᶲ קṣ ṽᴈפᴌᴍᴉᴤᴕצ װװᴋװᴇᴤṝ

әᴉᴌᴌᴀᴁᴌᴄᴉ-ᴎᴄᴋפᴀᴈᴌᴄפᴤ צᴉᴁᴈפ ᴌᴉᴊᴋᴉצᴉװפת׳ᴍᴌᴤ 
ᴊᴉᴌᴍᴉᴤᴈᴈᴙᴇᴀ ᴄᴀװץᴋפᴍפᴄפᴇᴀ תᴋᴎק ᴈת פᴋᴎפק ᴀ 

ᴌᴉᴣ״ᴈᴀᴄᴉצ

ӈ״װᴀᴈᴐᴉᴋᴇפᴓᴀᴤ ᴀ ᴌץᴉᴋ פתᴈᴈᴙᴑ
ӡװᴆᴤᴇᴀ ᴤצᴆᴤᴣᴍᴌᴤ ᴊᴋתװᴊᴋᴀᴤᴍᴀᴤ ᴇפᴆᴉקᴉ ᴀ ᴌᴋתװᴈקװᴉ 

 ᴓᴀᴀṞפᴉᴁ ᴀᴈᴐᴉᴋᴇצᴌᴌᴉפᴇ פצᴌᴍתװṞ ᴌᴋפᴌװᴈ״ᴀץ
 װᴀקᴋᴎת ᴈᴀᴤṞ ӗӛ ᴀװת׳װᴎᴒᴋ װᴈᴈᴙװצᴋᴌᴍפתᴉᴌᴎק

ᴉᴋפקᴈᴀפ״ᴓᴀᴀṞ ᴉץᴆפתפᴣᴕᴀװ 
ᴆᴀᴒᴈᴉᴁṩᴄᴉᴈᴐᴀװתᴈᴓᴀפᴆᴗᴈᴉᴁ ᴀᴈᴐᴉᴋᴇפᴓᴀװᴁṣ

Ӗתװᴉװצᴋᴀװṝ Ӓᴆᴣᴒ ᴄ ᴄᴀװץᴋצᴉᴁᴈפᴇ
Әᴎץᴆᴀᴒᴈᴉᴌᴍᴗ ᴑפᴄװᴋᴌᴄᴀᴑ פᴍפᴄ ᴊᴉᴋᴉװפת׳ᴍ 

ᴌᴍᴋפᴑṞ ᴈתװᴉװצᴋᴀװ ᴄ צᴆפᴌᴍᴤᴇ ᴀ 
 ᴉקᴈᴌᴄᴉפת׳פᴋק ᴀתװᴓᴀᴣ ᴌᴋפᴀᴈᴐᴉᴋᴇ״װת

ᴈפᴌװᴆװᴈᴀᴤ

Image Source: The Record

Åhttps://therecord.media/ukrainian -news -outlets -attacked -by -russian -hackers
Åhttps://therecord.media/russia -osnavanie -digital -signatures -cyberattack -ukraine 

Image Source: The Record
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https://therecord.media/newsquest-media-group-british-newspaper-websites-defaced
https://therecord.media/newsquest-media-group-british-newspaper-websites-defaced
https://therecord.media/newsquest-media-group-british-newspaper-websites-defaced
https://therecord.media/russia-osnavanie-digital-signatures-cyberattack-ukraine


ӂᴍפᴄᴀ ᴈפ ӎᴈᴍװᴋᴈװᴍ-פᴋᴑᴀצ

әפᴎᴈת ᶯṝ DDoS  פṞ ᴊᴉᴋᴒפᴄפᴍפ-
ᴀᴈᴍװᴋᴐװᴁᴌפṞ ᴄᴋפת פ׳פᴈᴈᴙᴑ

ᶷ ᴉᴄᴍᴤץᴋᴤ ᶰᶮᶰᶲ קᴉפת: DDoS  ״ᴁᴍ ᴀפᴀᴍ ᴌתᴉצᴙצ פᴄפᴍפ-
ᴌᴍᴋᴉᴤṨ ץװצ-ᴌפᴁᴍ ᴊᴉװצתᴋקᴌᴤ ᴊᴉᴋᴒװ ᴌ 

ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװᴇ JavaScript -ᴎתװצᴉᴇᴆװᴈᴀᴤṨ ᴀᴇװᴈפ 
ᴊᴉᴆᴗ״ᴉפצᴍװᴆװᴁṞ ᴞᴆװᴄᴍᴋᴉᴈᴈᴙתפ װᴋװᴌפ ᴀ תᴋᴎקᴀװ 
ᴄᴆᴀװᴁ ᴎᴍװᴊᴀᴌפ״ ᴍᴈᴙᴑװᴎᴒפᶱᶯ ᴇᴀᴆᴆᴀᴉᴈ װᴈᴈᴙפת

әפᴎᴈת ᶰṝ Ӗפ״ װᴕᴀᴕװᴈᴈᴙװ 
ᴓᴀᴐᴋᴉצᴙװ ᴄᴆᴣᴒᴀ

ᶰᶮ ᴉᴄᴍᴤץᴋᴤ ᶰᶮᶰᶲ קᴉפתṝ ӎᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװ ᴈװ 
ᴉץᴈᴉצᴆװᴈᴈᴙᴑ ᴍᴉᴄװᴈᴉת צᴉᴌᴍᴎᴊת פᴆᴤ ᴊᴉᴆᴎᴒװᴈᴀᴤ 

ᴄᴀ Zendesk׳ᴋװתתᴊᴉ װᴍᴐᴉᴋᴇפᴄ ᴊᴆ פᴉᴌᴍᴎᴊת
ӎᴈᴍװᴋᴈװᴍ-פᴋᴑᴀפצṨ תᴉᴌᴍᴎᴊ ᴄ ץᴉᴆװװ ᴒװᴇ ᶶᶮᶮ ᴍᴙᴌṣ 

פתᴉק ᴤ ᴌ ᶰᶮᶯᶶפᴒᴀᴈפᴄᴎṞ ᴈ׳ᴋװתתᴊᴉ צ ᴉᴄצᴤפ״

ӗץᴋפᴍᴈᴉ ᴄ ᴊװᴋצᴉᴈפᴒפᴆᴗᴈᴉᴇᴎ צᴀתᴎ
ᶯᶶ ᴉᴄᴍᴤץᴋᴤ ᶰᶮᶰᶲ קᴉפתṝ u! ᴊᴉתᴍװצᴋװפת׳ᴍṞ ᴒᴍᴉ 

ᴈᴙװᴆצᴈᴉפᴉᴌᴌᴍצ ᴀקᴌᴈᴉᴌᴍᴀ ᴀ ᴎᴌᴆᴎפᴉᴊ״װץ צ װᴈᴈᴙפת

Image Source: Hack Read

Åhttps://www.cbc.ca/radio/asithappens/internet -archive -hack -1.7359959
Åhttps://therecord.media/internet -archive -data -breach -ddos -defacement
Åhttps://hackread.com/internet -archive -archive -org -hacked -accounts -compromised/
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https://hackread.com/wp-content/uploads/2024/10/internet-archive-archive-org-hacked-31-million-accounts-compromised.jpg


ӛᴋװᴈתṝ ӟפᴄᴍᴀצᴀ״ᴇᴀ 
ᴄᴀװץᴋᴍװᴋᴋᴉᴋᴀ״ᴇ
Åӄ״ᴆᴉᴇ ᴌ ᴓװᴆᴗᴣ ᴊᴋᴉצתᴀװ׳ᴈᴀᴤ ᴊᴉᴆᴀᴍᴀᴒװᴌᴄᴀᴑᴀᴆᴀ ᴋװᴆᴀקᴀᴉ״ᴈᴙᴑ ᴎװת׳װץᴈᴀᴁ
ÅӜװצᴆᴀᴒװᴈᴈפᴤ תᴉᴌᴍᴎᴊᴈᴉᴌᴍᴗ ᴊᴆפᴍᴐᴉᴋᴇ תᴆᴤ פ״ᴔᴀᴐᴋᴉפצᴈᴈᴉᴁ ᴌצᴤ״ᴀ ṵᴈפᴊᴋᴀᴇװᴋṞ 

Telegram , Rocket Chat , Discord ᴀ ᴍṣתṣṶ ᴀ ᴄᴋᴀᴊᴍᴉפצᴆᴣᴍ
o TRON ᴌᴉᴌᴍצפᴀᴆᴉᴄᴉᴆᴉ ᶷᶮụ ᴌᴋתװᴌᴍצṞ ᴌצᴤפ״ᴈᴈᴙᴑ ᴌ ᴐᴀᴈפᴈᴌᴀᴋᴉפצᴈᴀװᴇ 
ᴍװᴋᴋᴉᴋᴀ״ᴇפ ᴌ ᶰᶮᶰᶯ קᴉפת ṵӞᴉᴋᴎᴇ ᴈᴉצᴙᴑ ᴍװᴑᴈᴉᴆᴉקᴀᴁ u¸ÿMéæÃ¬Ṟ ᴉᴄᴍᴤץᴋᴗ ᶰᶮᶰᶱ 
Ṟ Merkleפתᴉק Science)

ÅӒᴀװץᴋᴊᴋװᴌᴍᴎᴊᴈᴉᴌᴍᴗ ᴄפᴄ ᴎᴌᴆᴎפק (DDoS -װᴈᴀװᴒװᴌᴊװץᴉ װᴇᴇᴈᴉפᴋקᴄᴀṞ ᴊᴋᴉפᴍפ-
ṣṶתᴀ ᴍṣ װᴈᴈᴙפת Ṟװᴈᴈᴙפת װᴍᴈᴙװᴆᴀṞ ᴎᴒװᴍפקᴙᴇᴉצ

Åhttps://unicri.it/sites/default/files/2024 -06/DW.pdf

- Ӵᴩᴮᴗᴩ ẪʌțǸ ñʔɶȒǍǪǸ éǸɳɐɶʌẫ (ӎᴣᴈᴗ, 2024)
UN Counter -Terrorism Centre (UNCCT)

Image Source: Malcontent News Image Source: POLITICO
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https://malcontentment.com/wp-content/uploads/2021/09/epik-software-hack-anonymous.jpg
https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.politico.eu%2Farticle%2Folaf-scholz-social-democratic-party-russian-hackers-fancy-bear%2F&psig=AOvVaw1F3-ur3DcBTRvDFZRdxwpJ&ust=1730434372930000&source=images&cd=vfe&opi=89978449&ved=0CBQQjRxqFwoTCJCu0MXgt4kDFQAAAAAdAAAAABAJ
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ӕװᴍᴉתᴙ ᴊᴉᴋᴒᴀ ץװצ-ᴌפᴁᴍᴉצ
1. ӕᴉתᴀᴐᴀᴄפᴓᴀᴤ ᴀᴌᴑᴉתᴈᴉקᴉ ᴄᴉפת

Image Source: alphavilleherald.com Image Source: boannews.com

11

http://alphavilleherald.com/2011/09/cosbycoin-forum-hack-pops-bitcoin-forum-bubble.html
https://www.boannews.com/media/view.asp?idx=113711


ӕװᴍᴉתᴙ ᴊᴉᴋᴒᴀ ץװצ-ᴌפᴁᴍᴉצ
2. Әᴉװתתᴆᴄפ ᴄᴉᴈᴍװᴈᴍפṩצᴈתװᴋװᴈᴀװ ᴄᴉᴈᴍװᴈᴍפ

Image Source: Recorded Future News Image Source: National Post
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https://therecord.media/russians-fake-news-anti-ukraine
https://nationalpost.com/news/new-york-times-website-inaccessible-2nd-disruption-this-month


Ӎפᴒװᴇ ᴊᴉᴋᴒץװצ פ-ᴌפᴁᴍᴉצṤ

ӕװᴍᴉת

Ӭᴄᴌᴊᴆᴎפᴍפᴓᴀᴤ ᴎᴤצ״ᴀᴇᴉᴌᴍװᴁ 

:ᴑפᴈᴍװᴄᴉᴇᴊᴉᴈ-ץװצ צ

Åӄץװ-ᴌװᴋװצᴋᴙ

Åӄץװ-ᴊᴋᴀᴆᴉװ׳ᴈᴀᴤ

Åӄץװ-ᴌפᴁᴍᴙ

Åӟפᴄᴍᴀצᴀ״ᴇ

ÅӚᴍᴙת 

ÅӚᴆפצפṩᴊᴋᴀ״ᴈפᴈᴀװ

ÅӒᴀװץᴋᴍװᴋᴋᴉᴋᴀ״ᴇ 

ӕᴉᴍᴀפצᴓᴀᴤ

ÅӘᴋצפᴀᴍװᴆᴗᴌᴍװצᴈᴈᴙװ 

ᴎᴒᴋװת׳װᴈᴀᴤ

ÅӍתᴋצפᴉᴉᴑᴋפᴈװᴈᴀװ 

ÅӒᴋᴎᴊᴈᴙװ ᴄᴉᴇᴊפᴈᴀᴀ

Åӡװᴆᴀ ᴎתᴉץᴌᴍפצ 

ӡװᴆᴗ
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Әᴋᴉᴈᴀᴄᴈᴉװצᴈᴀװ

Ӭᴌᴄפᴆפᴓᴀᴤ

ӄᴆᴀᴤᴈᴀװ

ӂᴈפᴍᴉᴇᴀᴤ פ-ץװצᴍפᴄᴀ

ÅӜᴤצ״ᴀᴇᴉᴌᴍᴀ ץװצ-ᴌװᴋװצᴋפ ᴀᴆᴀ ğ!ñ ᴀᴌᴊᴉᴆᴗ״ᴎᴣᴍᴌᴤ תᴆᴤ ᴊᴉᴆᴎᴒװᴈᴀᴤ ᴈפᴒפᴆᴗᴈᴉקᴉ תᴉᴌᴍᴎᴊפ
ÅӖפᴊᴋᴀᴇװᴋṝ ñè¬-ᴀᴈᴘװᴄᴓᴀᴤṞ ᴎᴄᴋװתפᴈᴈᴙװ ᴎᴒװᴍᴈᴙפת װᴈᴈᴙװṞ ᴐᴀᴔᴀᴈק

Åӄᴋתװᴉᴈᴉᴌᴈᴉװ Әӗ קפ״ᴋᴎװפ׳ᴍᴌᴤ ᴈץװצ פ-ᴌװᴋװצᴋ תᴆᴤ 
ᴎᴌᴍפᴈᴉצᴆװᴈᴀᴤ ᴊᴋᴀᴌᴎᴍᴌᴍצᴀᴤ  
Åӈᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴉצ װᴋתװᴉᴈᴉᴌᴈᴉװ Әӗ ṵpayload ) 
פᴋװצᴋװᴌ-ץװצ צᴁᴆᴉפᴈᴀᴤ ᴐװᴈװᴇ״ᴆᴤ ᴀת ᴍᴌᴤװᴙᴊᴉᴆᴈᴤצ

ÅӘᴉᴋᴒץװצ פ-ᴌפᴁᴍפ  
ÅӘᴉװתתᴆᴄפ ᴀᴌᴑᴉתᴈᴉקᴉ ᴄᴉפת ᴀ 
ᴄᴉᴈᴍװᴈᴍפ

14



Ӄᴎᴐװᴋᴈפᴤ 
(ṵDMZ פᴉᴈ״

ӄץװ-
ᴌװᴋװצᴋ/WAS

Ӛᴍפᴍᴎᴌ-ᴄצᴉ

ӄᴈᴎᴍᴋװᴈᴈᴤᴤ ᴌװᴍᴗӄᴈװᴔᴈᴤᴤ ᴌװᴍᴗ

Ӛװᴍצװᴉᴁ
ᴎᴞᴋפᴇתᴈפᴋץ

IPS/IDS
Ӄᴋפᴈתᴇפᴎᴞᴋ 

-ץװצ
ᴊᴋᴀᴆᴉװ׳ᴈᴀ
ᴁ ṵğ!fṶ

Әᴋᴉᴀצ״ᴉתᴌ
ᴍװצᴈᴈᴙᴁ 
ᴌװᴋװצᴋ

DTA -
ᴌװᴋװצᴋᴙ

ÅPing of 

Death

ÅDNS

ÅFTP

ÅTELNET

ÅNetBios

ÅWorm

ÅRule Match

ÅSQL injection

ÅCSRF

ÅXSS

ÅRule Match

ÅDDoS

Åӈᴉᴌᴄפ ᴉץᴘᴤצᴆװᴈᴀᴁ
Åәפתװᴄᴍᴉᴋ ᴀ״ᴉץᴋװ׳פᴈᴀᴁ
Åӕװᴍᴉת HTTP PUT
ÅӜפתᴆװᴈᴈᴉצ װᴄᴆᴣᴒװᴈᴀװ 
ᴐפᴁᴆפ ṵRFI)

Port 80

Åӄᴈװᴔᴈᴀװ ᴌᴉᴍᴋᴎתᴈᴀᴄᴀ  

Åӄᴈᴎᴍᴋװᴈᴈᴀװ 

ᴌᴉᴍᴋᴎתᴈᴀᴄᴀ

15



Әᴋᴉᴈᴀᴄᴈᴉװצᴈᴀװ

Ӭᴌᴄפᴆפᴓᴀᴤ

ӄᴆᴀᴤᴈᴀװ

ӂᴈפᴍᴉᴇᴀᴤ פ-ץװצᴍפᴄᴀ

ÅӜᴤצ״ᴀᴇᴉᴌᴍᴀ ץװצ-ᴌװᴋװצᴋפ ᴀᴆᴀ ğ!ñ ᴀᴌᴊᴉᴆᴗ״ᴎᴣᴍᴌᴤ תᴆᴤ ᴊᴉᴆᴎᴒװᴈᴀᴤ ᴈפᴒפᴆᴗᴈᴉקᴉ תᴉᴌᴍᴎᴊפ
ÅӖפᴊᴋᴀᴇװᴋṝ ñè¬-ᴀᴈᴘװᴄᴓᴀᴤṞ ᴎᴄᴋװתפᴈᴈᴙװ ᴎᴒװᴍᴈᴙפת װᴈᴈᴙװṞ ᴐᴀᴔᴀᴈק

Åӄᴋתװᴉᴈᴉᴌᴈᴉװ Әӗ קפ״ᴋᴎװפ׳ᴍᴌᴤ ᴈץװצ פ-ᴌװᴋװצᴋ תᴆᴤ 
ᴎᴌᴍפᴈᴉצᴆװᴈᴀᴤ ᴊᴋᴀᴌᴎᴍᴌᴍצᴀᴤ  
Åӈᴉᴊᴉᴆᴈᴀᴍװᴆᴗᴈᴉצ װᴋתװᴉᴈᴉᴌᴈᴉװ Әӗ ṵpayload ) 
פᴋװצᴋװᴌ-ץװצ צᴁᴆᴉפᴈᴀᴤ ᴐװᴈװᴇ״ᴆᴤ ᴀת ᴍᴌᴤװᴙᴊᴉᴆᴈᴤצ

ÅӘᴉᴋᴒץװצ פ-ᴌפᴁᴍפ  
ÅӘᴉװתתᴆᴄפ ᴀᴌᴑᴉתᴈᴉקᴉ ᴄᴉפת ᴀ 
ᴄᴉᴈᴍװᴈᴍפ

16



https://blog.sucuri.net/wp -content/uploads/2023/03/image -1.jpg
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ӄפᴔᴌפᴁᴍץᴙᴆ״צᴆᴉᴇפᴈ, ᴈװᴊפᴈᴀᴄᴎᴁᴍװ, ᴌצᴤ׳ᴀᴍװᴌᴗᴌᴇᴉᴀᴇתפᴋװᴌᴉᴇ
ᴞᴆװᴄᴍᴋᴉᴈᴈᴉᴁᴊᴉᴒᴍᴙ, ᴀᴇᴙᴋװᴔᴀᴇᴞᴍᴎᴊᴋᴉץᴆװᴇᴎ. Әᴉᴇᴈᴀᴍװ, ᴌᴆᴀװװ׳פת
,פצᴌᴈᴉװװװᴀᴍצפᴙᴀᴌᴊᴋצ ᴤצᴌװᴋצפᴈᴉᴌᴇᴉקᴎᴊᴉᴆᴎᴒᴀᴍᴗתᴉᴌᴍᴎᴊᴄᴌצᴉװᴁ
ᴉץᴉᴆᴉᴒᴄװbackdoor, .פᴈ׳װתפᴈװᴈפᴁᴍ,ᴉᴈפᴉᴁᴌצᴆᴀᴆᴀᴌפתᴙᴎצᴌᴆᴀװװ׳פת



Ӓᴆᴣᴒṝ
ӗץᴈפᴋᴎװ׳ᴈᴀװ ᴀ ᴋקפװᴀᴋᴉפצᴈᴀװ 
ᴈᴀװᴇװᴋצ ᴉקᴆᴗᴈᴉפװᴋ װᴀᴇ׳װᴋ צ
ӄᴌפ װᴍפᴄᴀ ᴈפᴒᴀᴈפᴣᴍᴌᴤ ᴌ ᴉתᴈᴉקᴉ ᴀ״ ᴍᴋװᴑ ᴀ״ᴇװᴈװᴈᴀᴁ:

1
ӈᴉצפץᴆװᴈᴀװ 
ᴐפᴁᴆפ

2
ӎ״ᴇװᴈװᴈᴀװ 
ᴐפᴁᴆפ

3
Ӝפתᴆװᴈᴀװ 
ᴐפᴁᴆᴉצ
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W ebsite A ttack
Restoration &
Security Solution
(WARSS)
әװᴔװᴈᴀת װᴆᴤ ᴊᴉצᴙᴔװᴈᴀᴤ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ץװצ-ᴌװᴋװצᴋפṞ 
ᴄᴉᴍᴉᴋᴉװ ᴉץᴈפᴋᴎ׳ᴀװפצᴍᴈװᴌפᴈᴄᴓᴀᴉᴈᴀᴋᴉפצᴈᴈᴙװ 
ᴀ״ᴇװᴈװᴈᴀᴤ ᴈץװצ פ-ᴌפᴁᴍװ ᴀ צᴉᴌᴌᴍפᴈצפᴆᴀװפצᴍᴀᴌᴑᴉתᴈᴙװ 
ᴐפᴁᴆᴙ צ ᴋ׳װᴀᴇװ ᴋפװᴆᴗᴈᴉקᴉ צᴋװᴇװᴈᴀ
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Ӓפᴄ ᴊᴋᴉᴀᴌᴑᴉתᴀᴍ ᴊᴉᴋᴒפ ᴌפᴁᴍפṤ

Ӝᴤצ״ᴀᴇᴙᴁ ᴌפᴁᴍ
ᴋװצᴋװᴌ-ץװצ

20



Ӓפᴄ ᴋץפᴉᴍװפᴍ WARSS?

Ӝᴤצ״ᴀᴇᴙᴁ ᴌפᴁᴍ
ᴋװצᴋװᴌ-ץװצ

21



https://www.youtube.com/watch?v=B20LDk0iAJQ

ӈװᴇᴉᴈᴌᴍᴋפᴓᴀᴤ

22

https://www.youtube.com/watch?v=YteNJceNs3s&t=2s


... ...

Ӓᴉᴈᴐᴀקᴎᴋפᴓᴀᴤ WARSS

WARSS Manager Program
ÅӘᴋᴉקᴋפᴇᴇפṞ ᴎᴌᴍפᴈᴉצᴆװᴈᴈפᴤ ᴈפ ᴄᴉᴇᴊᴗᴣᴍװᴋתפ װᴇᴀᴈᴀᴌᴍᴋפᴍᴉᴋפ
ÅӜᴊᴋצפᴆװᴈᴀװ ᴈפᴌᴍᴋᴉᴁᴄפᴇᴀ תᴆᴤṝ ᴉץᴈפᴋᴎװ׳ᴈᴀᴤṞ ᴎפתᴆװᴈᴈᴉקᴉ װתᴁᴌᴍצᴀᴤṞ 
ᴌᴋתװᴙ ᴀ ᴉᴍᴒװᴍᴈᴉᴌᴍᴀ
ÅӖפᴌᴍᴋᴉᴁᴄᴀ ᴎᴊᴋצפᴆװᴈᴀᴤ תᴉᴌᴍᴎᴊᴉᴇṞ ᴌᴍפᴍᴀᴌᴍᴀᴄᴀ ᴀ ᴉᴍᴒװᴍᴈᴉᴌᴍᴀ

WARSS Agent(s)
ÅӘᴋᴉקᴋפᴇᴇפ ᴎᴌᴍפᴈᴉצᴆװᴈפ ᴈץװצ פ-ᴌװᴋװצᴋװṩğ!ñ
Åӗץᴈפᴋᴎ׳ᴀװפצᴍ ᴀ״ᴇװᴈװᴈᴀᴤ ᴐפᴁᴆᴉצ
ÅӚᴉצᴇװᴌᴍᴀᴇᴉᴌᴍᴗ ᴌ ĆɅȡʲṞ ¬ȡɅʔʲṞ ğȡɅǱɐʭɾ ¸ÿ Ãṩñ ṵתᴉᴆ׳ᴈפ 
ᴊᴉװתתᴋ׳ᴀפצᴍᴗᴌᴤ ¦E© ᶯṣᶳọṶ

WARSS Management Server(s)
ÅӚװᴋװצᴋᴈᴉװ ᴊᴋᴉקᴋפᴇᴇᴈᴉװ ᴉװץᴌᴊװᴒװᴈᴀװṞ ᴎᴌᴍפᴈᴉצᴆװᴈᴈᴉװ ᴈפ 
װᴔᴀᴈפᴆᴗᴈᴉᴁ ᴇפᴀᴋᴍᴎצᴈᴀᴀṩװᴒװᴌᴊװץᴍᴈᴉᴇ ᴉפᴋפᴊᴊפ
ÅӜפתᴆװᴈᴈᴉװ ᴎᴊᴋצפᴆװᴈᴀװ ᴀ ᴄᴉᴈᴍᴋᴉᴆᴗ װקפᴈᴍᴉצ
ÅӚᴉᴑᴋפᴈᴤװᴍ ᴀᴌᴍᴉᴋᴀᴣ ᴉץᴈפᴋᴎװ׳ᴈᴀᴁ
Åәפᴌᴊᴋᴉᴌᴍᴋפᴈᴤװᴍ ᴉץᴈᴉצᴆװᴈᴀᴤ ᴀ ᴀ״ᴇװᴈװᴈᴀᴤ ᴈפᴌᴍᴋᴉװᴄ ᴌᴋתװᴀ װקפᴈᴍᴉצ
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Ӡװᴇ ᴉᴍᴆᴀᴒװפᴍᴌᴤ WARSS

Web CrawlersWARSS

ӄ ᴋ׳װᴀᴇװ ᴋפװᴆᴗᴈᴉקᴉ צᴋװᴇװᴈᴀ,
Ӗפ ᴉᴌᴈᴉװצ ᴔץפᴆᴉᴈᴉצ

Әװᴋᴀᴉתᴀᴒװᴌᴄᴉװ ᴉץᴈפᴋᴎװ׳ᴈᴀװӕװᴍᴉת ᴉץᴈפᴋᴎװ׳ᴈᴀᴤṝ

ӗᴊᴍᴀᴇᴀ״ᴀᴋᴉפצᴈᴈᴉװ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀװ 
ᴋװᴌᴎᴋᴌᴉצṵộᶯụ ӡӘṶ

Ӄװקפ ״װᴈᴍפӍקפᴋᴎ״ᴄפṝ

Ӛװᴋװצᴋᴈᴙװ ᴐפᴁᴆᴙ ṵᴀᴌᴑᴉתᴈᴙᴁ ᴄᴉתṞ 
Ṷװᴀᴇᴉ׳ᴋװתṞ ᴌᴉװᴈᴈᴙפת

Ӛᴄᴉᴇᴊᴀᴆᴀᴋᴉפצᴈᴈᴙתװ װᴀᴈᴀᴓᴙ 
ᴀ״ᴇװᴋװᴈᴀᴤ Ćé¬ᴀ ᴐפᴁᴆᴙ פתᴈᴈᴙᴑӡװᴆᴗ ᴉץᴈפᴋᴎװ׳ᴈᴀᴤṝ

ӂצᴍᴉᴇפᴍᴀᴒװᴌᴄᴉצ װᴉᴌᴌᴍפᴈᴉצᴆװᴈᴀצ װ 
ᴋ׳װᴀᴇװ ᴋפװᴆᴗᴈᴉקᴉ צᴋװᴇװᴈᴀ

әᴎᴒᴈᴉװ ᴎᴌᴍᴋפᴈװᴈᴀװ ᴊᴉᴌᴆתװᴌᴍצᴀᴁ 
ᴊᴋᴀ ᴈפᴋᴎᴔװᴈᴀᴀӚᴇᴤקᴒװᴈᴀװṝ
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Ӕקװᴄᴉװצᴌᴈᴙᴁ
Ӎפᴕᴀᴍפ 
ᴀᴌᴑᴉתᴈᴉקᴉ 
ᴄᴉפת ᴀ 
ᴌᴉװתᴋ׳ᴀᴇᴉקᴉ

ӗץᴈפᴋᴎװ׳ᴈᴀצ װ 
ᴋ׳װᴀᴇװ ᴋפװᴆᴗᴈᴉקᴉ 

ᴈᴀװᴇװᴋצ

Ӗװᴇתװᴆװᴈᴈפᴤ 
ᴋװᴌᴍצפᴋפᴓᴀᴤ ᴀ 
װᴈᴀװᴆצᴈᴉפᴉᴌᴌᴍצ
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1.ẌӖᴀᴄᴉפתק ᴈת װᴉװצᴋᴤᴁṞ צᴌפתקװ ᴊᴋᴉװצᴋᴤᴁẍ

2. ӈᴉᴌᴍᴎᴊ ᴌ ᴇᴀᴈᴀᴇפᴆᴗᴈᴙᴇᴀ ᴊᴋᴀצᴀᴆקװᴀᴤᴇᴀ

3. Әᴋתװᴊᴉᴆװפקפᴇᴉװ ᴈפᴋᴎᴔװᴈᴀװ
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Ӗᴎᴆצװᴉת װᴉװצᴋᴀװ
3.  Әᴋתװᴊᴉᴆװפקפᴇᴉװ ᴈפᴋᴎᴔװᴈᴀװ

ӗץᴈפᴋᴎװ׳ᴈᴀצ װ ᴋ׳װᴀᴇװ 
ᴋפװᴆᴗᴈᴉקᴉ צᴋװᴇװᴈᴀ

Ӝᴊᴋᴉᴕװᴈᴈᴉװ 
ᴎᴊᴋצפᴆװᴈᴀװ

Ӄᴙᴌᴍᴋᴉװ ᴌᴇᴤקᴒװᴈᴀװ 
ᴊᴉᴌᴆתװᴌᴍצᴀᴁ

ӕᴉᴈᴀᴍᴉᴋᴀᴈק 
ᴀ״ᴇװᴈװᴈᴀᴁ ᴐפᴁᴆᴉצ צ 
ᴋפװᴆᴗᴈᴉᴇ צᴋװᴇװᴈᴀ

ӗᴊᴉװצᴕװᴈᴀᴤ ᴀ 
ᴉᴍᴒװᴍᴙ צ ᴋ׳װᴀᴇװ 
ᴋפװᴆᴗᴈᴉקᴉ צᴋװᴇװᴈᴀ

ӂצᴍᴉᴇפᴍᴀᴒװᴌᴄᴉװ 
 ᴀ װᴈᴀװᴆצᴈᴉפᴉᴌᴌᴍצ
 װᴈᴀװᴆצᴈᴉפᴉᴌᴌᴍצ
ᴊᴉᴌᴆװ ᴌץᴉצװ
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Ӓᴉᴈᴐᴀװתᴈ
ᴓᴀפᴆᴗᴈᴉᴌᴍᴗ ӡװᴆᴉᴌᴍᴈᴉᴌᴍᴗ

Ӛᴉᴉᴍװצᴍᴌᴍצᴀװ 
ISO/IEC 27001

ӈᴉᴌᴍᴎᴊᴈᴉᴌᴍᴗ

ӎᴈᴐᴉᴋᴇפᴓᴀᴤ תᴉᴌᴍᴎᴊᴈפ 
ᴍᴉᴆᴗᴄᴉ צפᴍᴉᴋᴀ״ᴉפצᴈᴈᴙᴇ 

ᴆᴀᴓפᴇ

ӎᴈᴐᴉᴋᴇפᴓᴀᴤ תᴉᴌᴍᴎᴊᴈפ 
ᴊᴉ ᴇװᴋװ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ

ӎᴈᴐᴉᴋᴇפᴓᴀᴤ ᴍᴉᴒᴈפ ᴀ 
 ᴉᴍ פᴈװᴕᴀᴕפ״
ᴀᴌᴄװ׳פᴈᴀᴁ

28



Ӛᴉᴉᴍװצᴍᴌᴍצᴀװ 
ISO/IEC 27001
Әᴋᴀᴇװᴈᴀᴇᴙװ ᴍᴋץװᴉפצᴈᴀᴤ:

8.1
8.3
9.1

ӗᴊװᴋפᴓᴀᴉᴈᴈᴉװ ᴊᴆפᴈᴀᴋᴉפצᴈᴀװ ᴀ ᴄᴉᴈᴍᴋᴉᴆᴗ
ӗץᴋץפᴉᴍᴄפ ᴋᴀᴌᴄᴉצ ᴀᴈᴐᴉᴋᴇפᴓᴀᴉᴈᴈᴉᴁ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ
ӕᴉᴈᴀᴍᴉᴋᴀᴈקṞ ᴀ״ᴇװᴋװᴈᴀװṞ פᴈפᴆᴀ״ ᴀ ᴉᴓװᴈᴄפ
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Ӛᴉᴉᴍװצᴍᴌᴍצᴀװ 
ISO/IEC 27001
Әᴋᴀᴇװᴈᴀᴇᴙװ ᴍװᴑᴈᴉᴆᴉקᴀᴒװᴌᴄᴀװ ᴄᴉᴈᴍᴋᴉᴆᴀ

8.4
8.6
8.7
8.8

8.12
8.13
8.15
8.16
8.23
8.26

ӈᴉᴌᴍᴎᴊ ᴄ ᴀᴌᴑᴉתᴈᴉᴇᴎ ᴄᴉתᴎ
Ӝᴊᴋצפᴆװᴈᴀװ װᴇᴄᴉᴌᴍᴗᴣ
Ӎפᴕᴀᴍפ ᴉᴍ צᴋתװᴉᴈᴉᴌᴈᴙᴑ ᴊᴋᴉקᴋפᴇᴇ
Ӝᴊᴋצפᴆװᴈᴀװ ᴍװᴑᴈᴀᴒװᴌᴄᴀᴇᴀ ᴎᴤצ״ᴀᴇᴉᴌᴍᴤᴇᴀ
Әᴋתװᴉᴍצᴋפᴕװᴈᴀװ ᴎᴍװᴒװᴄ פתᴈᴈᴙᴑ
әװ״װᴋצᴈᴉװ ᴄᴉᴊᴀᴋᴉפצᴈᴀװ ᴀᴈᴐᴉᴋᴇפᴓᴀᴀ
ӌᴎᴋᴈפᴆᴀᴋᴉפצᴈᴀװ
ӕᴉᴈᴀᴍᴉᴋᴀᴈװת קᴤᴍװᴆᴗᴈᴉᴌᴍᴀ
ӄץװ-ᴐᴀᴆᴗᴍᴋפᴓᴀᴤ
ӛᴋץװᴉפצᴈᴀᴤ ᴄ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ ᴊᴋᴀᴆᴉװ׳ᴈᴀᴁ
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Ӛװᴋᴍᴀᴐᴀᴓᴀᴋᴉפצᴈ ᴊᴉ 
ᴎᴋᴉצᴈᴣ ᶯ gñ ṵgɐɐǱ 
Software)
Åӛװᴌᴍᴉצᴙװ ᴌᴍפᴈפתᴋᴍᴙ: 

ISO/IEC 25023, 25051, 2504

ÅӘᴋᴉᴍװᴌᴍᴀᴋᴉפצᴈᴉ ᴈפ:
Ḭ Ӟᴎᴈᴄᴓᴀᴉᴈפᴆᴗᴈᴎᴣ ᴊᴋᴀקᴉתᴈᴉᴌᴍᴗ
Ḭ Ӭᴐᴐװᴄᴍᴀצᴈᴉᴌᴍᴗ 
ᴊᴋᴉᴀצ״ᴉתᴀᴍװᴆᴗᴈᴉᴌᴍᴀ

Ḭ Ӛᴉצᴇװᴌᴍᴀᴇᴉᴌᴍᴗ
Ḭ Ӝתᴉץᴌᴍצᴉ ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤ
Ḭ Ӗ׳װתפᴈᴉᴌᴍᴗ
Ḭ Ӄ״װᴉᴊפᴌᴈᴉᴌᴍᴗ
Ḭ ӗץᴌᴆᴎ׳ᴀװפצᴇᴉᴌᴍᴗ
Ḭ Әᴉᴋᴍפᴍᴀצᴈᴉᴌᴍᴗ
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Әᴋᴀᴇװᴋᴙ
ᴀᴌᴊᴉᴆᴗ״ᴉפצᴈᴀᴤ

32



Ӆᴉᴌᴎפתᴋᴌᴍװצᴈᴈᴉװ 
ᴉץᴉᴋᴉᴈᴈᴉװ 
ᴎᴒᴋװת׳װᴈᴀװ

Ӗתװᴉᴌᴍפᴍᴄᴀ ״װץᴉᴊפᴌᴈᴉᴌᴍᴀ
Ӗתװᴉצᴉᴆᴗᴈᴙ ᴊᴋᴉᴀצ״ᴉתᴀᴍװᴆᴗᴈᴉᴌᴍᴗᴣ ᴀ ᴎתᴉץᴌᴍצᴉᴇ 

ᴎᴊᴋצפᴆװᴈᴀᴤ ץװצ-ᴉᴋᴀװᴈᴍᴀᴋᴉפצᴈᴈᴉקᴉ ᴊᴋᴉקᴋפᴇᴇᴈᴉקᴉ 
ᴉװץᴌᴊװᴒװᴈᴀᴤ תᴆᴤ ᴉץᴈפᴋᴎװ׳ᴈᴀᴤ ᴊᴉװתתᴆᴉᴄ ṧğṧ

ӎᴑ ᴒװᴄ-ᴆᴀᴌᴍ
ӗᴈᴀ ᴀᴌᴄפᴆᴀ װקפᴈᴍᴌᴄᴉװ ᴋװᴔװᴈᴀװṞ ᴄᴉᴍᴉᴋᴉװ 

ᴊᴋתװᴆפקפᴆᴉ ץᴙ צפᴍᴉᴇפᴍᴀᴒװᴌᴄᴉצ װᴉᴌᴌᴍפᴈᴉצᴆװᴈᴀװ 
ᴀ ᴞᴐᴐװᴄᴍᴀצᴈᴉװ ᴎᴊᴋצפᴆװᴈᴀװ

Ṧәפװᴆᴀפ״ᴓᴀᴤ ğ!éññ צ ᶰᶮᶰᶱ קᴉתᴎ
Ӝᴌᴍפᴈᴉצᴀᴆᴀ ᶳᶮ װקפᴈᴍᴉצ ğ!éññ ᴈצ פᴌװᴑ ץװצ-

ᴌװᴋװצᴋפᴑ

ӎᴑ ᴉᴍ״ᴙצᴙ
ӄᴉᴌᴍᴉᴋװ׳ᴈᴈᴉ ᴉᴍᴉפצ״ᴆᴀᴌᴗ ᴉ ᴐᴎᴈᴄᴓᴀᴀ 

 ᴉקװᴔᴈפᴉᴇת ᴈᴀᴤװ׳ᴋᴎפᴈץᴉ ᴉקᴌᴄᴉװᴍᴀᴒפᴍᴉᴇצפ
ᴄפᴍפᴆᴉצ פק ğ!éññṞ ᴄᴉᴍᴉᴋפᴤ ᴊᴉצ״ᴉᴆᴤװᴍ ᴆקװᴄᴉ 

ᴈפᴌᴍᴋפᴀפצᴍᴗ ᴉץᴈפᴋᴎװ׳ᴈᴀ״װץ װ ᴈװᴉץᴑᴉתᴀᴇᴉᴌᴍᴀ 
¬ᴀᴍᴗ Ćéתᴉצצ ᴋᴎᴒᴈᴎᴣצ

https://www.ifs.com/industries/aerospace-and-defense/defense-forces
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